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125 «KiGepOe3neka Ta 3axuct iHpopmaniin»
IUTSL BCTYITY Ha HaBYaHHS 3a CTyIeHeM JIoOKTopa ¢inocodii

YMiHHS, 10 KOHTPOJIIOIOThCSI

3MmicT nmporpamu

OOrpyHTOBYBaTH  BHMKOPHUCTAHHS, BIPOBA/DKyBaTH  Ta
aHaJTi3yBaTH Kpalli CBITOBI CTaHIApPTH, MPAKTUKH 3 METOIO
PO3B’sI3aHHSA CKJIATHHUX 3aJad NpodeciiHol ITisUIbHOCTI B
ramy3i inpopmaniitnoi 6e3nexu Ta/abo kibepOe3neKu.
OOupatu OCHOBHI METOIU Ta 3aco0Hu 3axucTy iHpopmarii
BiJITIOBiTHO JI0 BUMOT CYYaCHHUX CTaHIApTIB iH(popMaIiiitHoi
Ta/abo xibepOe3nexu, Ta KpuTepiiB Oe3neku iHGopMaIiHHIX
TEXHOJIOTii, 3aCTOCOBYIOYM CHUCTEMHHI MiIXiJ Ta 3HAHHI
OCHOB Teopii 3axucTy iH(popmarii.

AmHaizyBatu, po3poOJATH 1 CYIPOBOIKYBATH CUCTEMY
YIIpaBJiHHS iHpopMaIiTHOIO Oe3nekoro Ta/abo
KibepOe3nekoro opranizamii Ha 6a3i cTparerii i HOJITHKH
inpopmaniitHoi He3neku.

1 Opranizaniiino-TexHiuHi Ta
NMpPaBoOBi OCHOBH 3a0e3ne4YeHHs
Ki0ep0Oe3neKkH Ta 3aXUCTy
iHpopmaniy

1.1 Tepminu B ramy3i kibepbesneku
Ta 3axXUCTy iHpopmamii

1.2 HopmaTuBHO-IIpaBOBE
3abe3neueHHs B cdepi
KibepOe3neKu Ta 3aXUCTy
indopmarii

1.3 Ymopasninas iHGpopMaLiiHO0
0e3meKoo

1.4 Opranizamiiine 3a0e3nedeHHs

[MpuitMati  OOTpYHTOBaHI pIiMIEHHS 3 OpraHi3amiiHO- | 3aXHCTy iHpOpMarii
TeXHIYHUX [UTaHb iHopMariiiHoi Oesneku Ta/abo

KiOepOe3neku y CKIaJHUX 1 HerepeadauyBaHUX yMOBaXx.

3abesmeuyBatit  mporecu  3axuwery  IKC  muiixom | 2 3a0e3nedyeHHs1 Oe3neKH

BCTAHOBJICHHS Ta KOPEKTHOI eKCIUTyaTalii MporpaMHUX Ta
IpOrpaMHO-alapaTHUX  KOMIUIEKCIB  3aco0iB  3axuCTy;
po3pobisatu Ta aHamizyBatu npoektH IKC, Gasyroumch Ha
CTaHIApPTU30BaHUX TEXHOJIOTISX Ta IMPOTOKOJIAX Iepenadi
JTAaHUX.

3abe3neuyBati  eeKkTUBHE (YHKIIOHYBAaHHS CHCTEMH
YOpaBIiHHA JOCTyIOM JO iHpOpMAaIifiHUX pecypciB
BiAMIOBiIHO O BCTAHOBJICHHX CTpaTerii 1 TIOJITUKH

indopmariiinoi 6e3nexu Ta/abo kibepOe3nexyu opraHizamii.
3acTtocoByBaTd B MpodeciliHiil qiTbHOCTI 3HAHHS, HABUYKU
Ta TPaKTHKH IIOJO CTPYKTYpP CYYaCHHUX OOYMCITIOBATBHUX
CHCTEM, METOIiB i 3ac00iB 00poOkH iHpOpMaItii.

indopmauii B indopmaniiino-
komyHikaniiiaux cucremax (IKC)
2.1 Kommnekcu 3axucty IKC

2.2 Mopemni 6e3nexu. 3abe3neueHHs
3aXUCTY PeCypciB Ta MPOILECIB B
IKC

2.3 YrpaBiiHHS JOCTYIIOM
BI/ITOB1THO NIPUHITUIIAM 1
KpUTEPiSIM JOCTYIly Ta NPUHHATOL
noJlituku 6e3nexu B IKC

2.4 Meroau Ta 3ax0U 3aXUCTY
inpopwmartii B IKC

JlocmipKyBaTu, po3po0IIaTh i CyIpOBOKYBAaTH CUCTEMH Ta
3acobu iHpopmamiitHoi Oe3mexu Ta/abo kiGepOesnexku Ha

o0’ekTax iHpopMamiiHOT  TisTBHOCTI Ta  KPUTHYHOI
iHppacTpyKTypH.
[IpoektyBatt KC3]l B  aBTOMAarTW30BaHMX CHCTEMax

BIJIIIOBITHO 0 BUMOT HOPMATHBHHX JOKYMEHTIB CHUCTEMHU
TEXHIYHOTO 3aXUCTy iHpOopMaLii.
BupinryBatu 3a1a4i 3aXMCTy MOTOKIB JaHUX Ta BU3HAUYATH

3 Cucremu 3axmcry iHpopmanii
3.1 PoGotu 3i cTBOpeHHS
KOMIUIEKCHUX CHUCTEM 3aXHUCTY
indopmanii (KC3I)

3.2 BunpoOyBaHHSI Ta eKCILTyaTallisl
KC3I

3.3 MeToam, TeXHi4Hi 3aco0u Ta
OITiHKA €()EeKTHUBHOCTI 3aXUCTY




YMiHHSI, [0 KOHTPOJIOTHCS

3micT nporpamn

piBEeHB 3axXuIeHoCTi iHpopmaniiaux pecypci B IKC.
3aCTOCOBYBATH METOAM Ta 3acOo0M TEXHIYHOTO 3aXUCTY
indopmarnii Ha 06’exktax iHpOpMaLiHOT TisITHHOCTI.

iHpopMarii BiJi BATOKY TeXHIUHUMHU
KaHaJaMH

3.4 TexHiuHI CHCTEMH OXOPOHH
00’€eKTiB

BukopucroByBaT MeTOIU Ta 3acobu KpumrorpadigHoro
3axucty iHpopmarii Oi3Hec/omepamiifHUX IpoLECIB, a
TaKO)XK aHaJi3yBaTW 1 HAJaBaTH OLIHKY e(eKTUBHOCTI iX
BUKOPUCTAHHS B 1H(GOpMaIliiHUX CHCTeMax, Ha 00 €KTax
iHopmariitHOi AiSTBHOCTI Ta KPUTUYHOI iH(PACTPYKTypH.
BukopucToByBaTH  KpUNTOrpaQiuHmii  3axucT  Aid
3abe3nedeHHss HeoOXiHOTO PiBHS 3aXUIIEHOCTI iHpopMarii
B IKC.

4 Kpunrorpadgiunumii 3axucr
ingopmanii

4.1 MaTtemMaTU4Hi OCHOBU
mudpyBaHHs

4.2 CumetpuuHi kpunrorpagivsi
CUCTEMU

4.3 AcumeTrpuuHi kpuntorpadidsi
CHCTEMHU Ta iX aHaJi3

4.4 Kpunrorpadiuni anropuTMu Ta
IPOTOKOJIH

9,
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Kpurepii oniHIOBaHHSI OKpeMHX 3aBJaHb OijleTa
KoxxHe TeopeTHYHEe TeCTOBE 3aBHaHHS OlleTa OIiHIOeThCs 1 abo 2 Gamamu, a

MPAKTHYHE 3aBJaHHS — 5 OaaM, BHXOLIYM 3 KPUTEPIiB:
a) 0AHO0AJIbHUH TEOPEeTHYHHI TeCT:
0 — BuOip BapiaHTa BiANOBiAI HMOMIJIKOBUI ab0o 0O0paHO OUIBII OJHOrO BapiaHTa
BIZIMTOBIA];
1 — oOpanwuii MpaBUIEHUN BapiaHT BiAIOBIII.
0) 1B00AaIbLHHUI TEOPeTHYHHH TeCT:
0 — BuGip BapiaHTiB BixnoOBixeil moMIITKOBHIA a00 00paHO OLIBII TPHOX BAPIAHTIB;
1 — nuie oxWMH NpaBUJIBHHUN BapiaHT BIAMOBIAI 3 ABOX 0OpaHUX abo 1Ba 3 TPHOX
o0OpaHuX;
2 — o0OpaHi TUTbKH NPaBUJIbHI BapiaHTH BiAIOBiICH.
B) IPaKTHYHEe PO3PaxXyHKOBe 3aBJIaHHA (3aaa4a):
0 —3amava He BwupimryBajacs, abo Oyiam BHKOpUCTaHI QOpMyIH 3 TpyOouMu
IIOMMJIKaMH, a0o0 sIK Taki, 110 He HaJle)aTh J0 CyTi 3aadi,
1 —3amava BupilmryBajacs, ajie B MiJACYMKy OylM TpHBENEHI TIIbKM 3arajbHi
bopMyu Ta MipKyBaHHS ab0 JOIyIIeHi rpy0i MOMUIKY y BUKOPHCTaHHI (opMyT;
2 —3ajava BUpinlyBajacs, aje JOmymleHa rpyba nmommika y ¢opmyni abo B il
BUKOPHUCTAHHI;
3 —3amava BHpillleHa B 3araJlbHOMY BHII, a00 MICTHUTh TIpyOy IOMHIKY B
po3paxyHKax, ado X BiICYTHs IpsMa BiIIOB1Ib HA 3allUTaHHI;
4 —3amaya BUpIlIeHa B I[IJIOMY IPaBHJIbHO, ane Oe3 BIAMNOBITHUX IOSCHEHb, abo
JOMyIleHa He3HAUYHA TTOMHJIKA (HETOYHICTb );
5 — 3ajava BUpilIeHa MPaBUJIBHO 3 BiANOBIIHIUMHU ITOSCHEHHSIMH.

Ctpykrypa Oiiera
Biner mictuth 30 OgHOOATBPHMX TEOPETUYHUX TECTIB, 5 ABOOATBHUX Ta 12
I’ ATUOAIBHIX MPAKTHYHUX PO3PaXyHKOBHX 3aB/iaHb, SIKi OXOIUTIOIOTH BCi 3MICTOBHI
MOJIyJIi IporpamMu icmuty. Y MiICyMKy MakcUMallbHa cyMma OaniB Oinera cknagae 100
OaiiB: 40 — 3a TeopeTUUHy 4acTUHY Ta 60 — 3a IpaKTUYHY.

[IIxana ouiHwBaHHs OineTa

BerynmHuit ek3aMeH OWiHIOEThCs 3a Imkanoro 100-200 OaniB. MiHimMaibHui
MO3WTUBHUM pe3yNbTaT ICIHTYy 3a BHKOHAaHHS 3aBIaHb OineTa (KBasi(ikalifdHWHA
MminiMyMm) ckianae 25 GaiB. L kinbkicTs OaniB BinmoBinae ek3aMeHaliiHIN OLIHKH
100 mxkamu ouidHroBaHHsA. IlepeBemeHHs OaliB 3a BUKOHAHHS 3aBJaHb OuleTa
BCTYIHOro BUIpoOyBaHHs 1m0 mKkamd 100-200 BHKOHY€ETHCS BIAIOBITHO OO TaOJHIlI
5.20 nomartka 5 Ilpasun npuiiomy mo HTY «/lginpoBcbka mosiTexHika». BeTynnuky,
AKi 3a pe3yJbTaTaMM ICIHTYy Ha0pald MeHII HDK KBali(ikamifHuii MiHIMYyM,
11030aBJISIFOTHCS MTPaBa y4acTi B KOHKYPCI.




IIpukaagu ek3amMeHaliiiHUX 3aBJaHb OlieTa
a) oAHO0AILHHUI TeOpeTHYHHH TeCT:
CykynHicts Hocis iHpopMarii, cepefoBuIna Horo NOMMPEHHs Ta 3ac00y TEXHIYHOT
pos3Biaku (3rizHo ICTY 3396.2) ue:
a) iHpopMaTUBHUHN CUTHAI,
0) TeXHIYHUI KaHall BUTOKY iH(popMmarii,
B) TEXHiYHA PO3BiJKa,
r) 3axucT iHpopMarii.
0) 1BOOAJIBLHMIA T€eOPpeTHYHHUH TeCT:
JI0 OCHOBHHMX NPHHIIMIIIB MOJITHKKM O€3MEKH HE BiIHOCUTHCH:
a) CHCTEMHICTh,
0) KOMILJIEKCHICTb,
B) MaKCHUMAaJbHICTh 3aXHCTY,
I') HEMEePEepPBHICTh 3aXUCTY,
1) )KOPCTKE KEPyBaHHS CHCTEMOIO 3aXHCTY,
€) BIIKpUTICTh alIrOPUTMIB i MEXaHi3MiB 3aXHUCTY.

B) IpaKTHYHE PO3PaXyHKOBe 3aBJaHHs (3a1a4a):
Posnimat cexper C =11 3a (3,5)- moporosoro cxemoro Ilamipa, B sxiit Gyap-siki 3 3 5

KOPUCTYBauyiB MOXYTh BIJHOBUTH CEKpeT. BuKopucTaHo moie GF(13), cexpernuii
; 2 . .

IIOJIIHOM f(x) =7x" +8x+1 1(m0d13), HECEKPETHl HEHYJIbOBl €JIEMEHTH TIOJIs

n=Lr=2,n=3,r=4r=5.




