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BCTYIIHOTO €K3aMeHY 3i CreliaabHOCTI
F5 «Kibep6e3neka Ta 3axuct ingopmauii»
JUIsl BCTYITy Ha HaBYaHHS 3a CTyNeHeM J0KTopa ¢dinocodii

YMiHHS, 10 KOHTPOJIIIOTHCS

3micT nporpamu

OOGrpyHTOBYBaTH  BHKOPUCTAHHS, BIIPOBAJ/DKYBaTH  Ta
aHaJTi3yBaTH Kpalli CBITOBI CTaHIApTH, MPAKTHKH 3 METOIO
pO3B’sI3aHHSl CKJIAQJHHUX 3amad npodeciifHoi MisUIBHOCTI B
raiy3i indopmariitnoi 6e3nexu Ta/abo KibepOe3neky.
OO6upati OCHOBHI METOAM Ta 3aco0M 3axHcTy iHopmarrii
BIZIMOBIZTHO JI0 BUMOT Cy4acCHUX CTaHJApPTiB iHGOpMaIiiHOT
Ta/abo kibepbesneku, Ta KpuTepiiB 6e3neku iHGopmamiiHuX
TEXHOJIOTIH, 3aCTOCOBYIOYM CHUCTEMHHMH MiAXiJ Ta 3HAHHS
OCHOB Teopii 3axucTty iHopmarrii.

AHamni3yBaTH, PpO3poOJSTH 1 CYNPOBOJKYBAaTH CHCTEMY
yIpaBJIiHHS iH(hopMaIitHOIO Oe3nekoro Ta/abo
KibepOe3nekoo oprasizamii Ha 0a3i crparerii i MOJITHKH
1HpopMalliiHOT Oe3neKH.

[lpuiimat  OOrpyHTOBaHI pilIeHHS 3 Oprasi3amiiHo-
TEeXHIYHMX TNUTaHb iH(opmaniiHoi Oe3nekun Ta/abo
Kibepbe3nekH y CKJIaHuX i HenepeadauyBaHHX yMOBaX.

1 Oprani3auiiiHo-TexHi4YHiI Ta
NPaBOBi OCHOBH 3a0e3me4eHHs
Ki0epOe3nexkn Ta 3axucry
ingpopmanii

1.1 Tepminu B rany3i kibepbe3nexu
Ta 3aXMUCTy iHpopmarrii

1.2 HopmaTtuBHO-1IpaBoBe
3abe3nedeHHs B cdepi
KibepOe3neku Ta 3aXucTy
iHpopMarrii

1.3 Yupagsniaus inpopmariiiHow
Oe3nexoro

1.4 Oprani3artiiine 3abe3nedeHHs
3axucTy iHpopMartii

3abe3sneuyBatn  npomecu  3axucty IKC  nomsixom
BCTAHOBJICHHS Ta KOPEKTHOI eKCIUTyaTalii NMporpaMHHX Ta
MpOrpaMHO-anapaTHUX KOMIUIEKCIB  3aco0iB  3aXHCTY;
po3pobuisaTu Ta aHanizyBatd npoektd IKC, Gazyrounch Ha
CTaHJIaPTU30BAaHUX TEXHOJIOTISX Ta IMPOTOKOJAX mepenayi
JTQHUX.

3abe3neuyBaTd e(EeKTHBHE
YIOpaBIiHHA JOCTYNOM 70 iHGOpMaIiiHUX pecypciB
BIAMOBIAHO 10 BCTAHOBJIEHHUX CTparerii 1 MOJITHKH
iHdopmaniiiHoi 6e3nexu Ta/abo kibepbe3neku opraxizaiii.
3acTocoByBatH B npodeciiiHiil isIbHOCTI 3HAaHHS, HABUYKA
Ta MPAaKTHKHA LIOJO0 CTPYKTYpP CyYacHHX OOUYMCIIIOBAIBHHX
CHCTEM, METOJIIB i 3ac00iB 00poOKH iH(popMaIlii.

(YHKIIOHYBaHHS ~ CHCTEMH

2 3abe3neuyenns de3nexku
indgopmauii B indopmauiiino-
komyHikaniiinux cucremax (IKC)
2.1 Komnneken 3axucry IKC

2.2 Mopeni 6e3nexu. 3abe3neyeHHs
3aXHCTy pPECypCiB Ta IPOLECIB B
IKC

2.3 YrpaBiiHHS I0CTYIIOM
BI/INOBIIHO MPHHIIAIIAM i
KPHTEPIsM JOCTYIy Ta IPUHHATOT
nosiituku 6e3nexu B [IKC

2.4 MeTo i1 Ta 3aX0/14 3aXUCTY
iHpopmaii B IKC

JlocmipKyBaTH, po3po0IsTH i CympOBOKYBATH CHCTEMH Ta
3acobu iHdopmarliitHoi Oe3nexku Ta/abo kiGepOe3neku Ha

o0’ektax iHdopMalifHOI  AISUTBHOCTI Ta  KPUTHYHOI
iH(ppacTpyKTypH.
[IpoextyBatt KC3l B aBTOMarH3oBaHMX CHCTEMax

BIJIMOBIIHO JI0 BUMOI HOPMATUBHHUX IOKYMEHTIB CHCTEMH
TEXHIYHOTO 3aXUCTy iH(opMmarrii.
BupimyBaryu 3a/1a4i 3aXMCTy IOTOKIB JaHUX Ta BH3HAYaTH

3 Cucremu 3axucry indopmamii
3.1 PoGotu 3i cTBOpeHHS
KOMILJICKCHHX CHCTEM 3aXHCTY
iHpopmanii (KC3I)

3.2 BunpoOyBaHHs Ta eKCIUTyaTallis
KC3I

3.3 Mertoau, TexHiuHi 3ac00H Ta
OIliHKa €()EeKTHBHOCTI 3aXHCTY




YMiHHS, 10 KOHTPOJIITHCS

3micT nporpamu

piBeHb 3axuIneHocTi indopmaniitaux pecypcis B IKC.
3acTOCOBYBaTH METOJM Ta 3acO0M TEXHIYHOTO 3aXHCTy
iH$popMmarii Ha 06’ exTax iHGOPMAIIHHOT iIIEHOCTI.

iHopMallii BiJl BATOKY TEXHIYHUMH
KaHaJIaMH

3.4 TexHi4YHI CHCTEMH OXOPOHH

00’ €KTIB

BukopucroByBatd MeTOAM Ta 3acobM KpunrorpagiqHoro
3axucTy iHGopMmamii Oi3Hec/onepamiifHUX MpoIeciB, a
TaKOX AaHali3yBaTH 1 HAJaBaTH OLIHKY e(eKTHBHOCTI iX
BUKODHCTaHHS B IH(oOpMalifHUX cHCcTeMmax, Ha 00’eKTax
iHopMaIliifHOT MisITBHOCTI Ta KPUTHYHOI iH(PACTPYKTYpH.
BukopucroByBatn = kpunrorpagiyHMii  3axucT  JUId
3abe3nedeHHst HEOOXITHOro PiBHS 3aXUIIEHOCTI iHpopMaltii
B IKC.

4 Kpunrorpadiunmii 3axuct
ingopmauii

4.1 MaremMatu4Hi OCHOBH
udpyBaHHS

4.2 CumerpuuHi kpunrorpadivxi
CHCTEMH

4.3 AcumetpuuHi Kpunrorpadiyni
CHCTEMH Ta 1X aHaJIi3

4.4 Kpunrorpadivyti aroput™Mu ta
IPOTOKOJIH
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Kpurepii oniHloBaHHsI OKpeMHX 3aB1aHb OijeTa
KoxHe TeopeTHyHe TecTOBe 3aBIaHHs OineTa ouiHOeThes 1 a6o 2 Ganamu, a
MpaKTHYHE 3aBJlaHHs — 5 OajiaMu, BUXOJSYM 3 KPUTEPIiB:
a) 0AHO0AILHUIH TeOpeTHYHHH TecT:
0 — BuOip BapiaHTa BiANMOBiAI NMOMUIKOBHH ab0 00paHO GijiblI OJHOrO BapiaHTa
BITOBIII;
1 — oOpaHnuii npaBUJILHUI BapiaHT BiIMOBI/Ii.
0) ABOOAILHUIH TEOpPeTHYHHH TeCT:
0 — BuOip BapiaHTIB BiANOBiAel NOMUIKOBHIA a60 0OpaHO GiIbIl TPHOX BapiaHTIB;
1 — uiie oJMH NpaBWJILHUI BapiaHT BIANOBIJI 3 JIBOX oOpaHux abo JBa 3 TPhOX
oOpaHux;
2 — oOpaHi TUTBKY NPaBUJIbHI BapiaHTH BiAMOBIEH.
B) NPaKTHYHe PO3PaxXyHKOBe 3aB/aHH (3a1a4a):
0 —3agaua He BupimlyBasacsi, abo Oynu BuKopucTaHi GOpMyIH 3 TrpyOoHMHU
MOMHUJIKaMH, abo sIK Taki, 1110 He HaJeXaTh 10 CyTi 3ajadi;
1 —3agaua BupillyBaiacs, aje B MIACYMKY OyJd TIpuUBeIeHI TiIbKH 3arajibHi
¢opmynu Ta MipKyBaHHs abo AomyleHi rpy0i MOMHUIKHA y BUKOPUCTaHHI GopMyI;
2 —3ajaya BHpillyBajacs, ajge JomyuieHa rpyda nomuika y dopmynai abo B ii
BUKOPHCTAHHI;
3 —3amgaya BUpilllEHA B 3arajbHOMy BHJl, ab0 MICTUTh TIpyO0y NOMHIKY B
po3paxyHkax, abo >k BIACYTHs IpsiMa BIATOBIIb HA 3alTUTAHHS,
4 —3amaya BHpIllIeHa B LIJIOMY NpaBWIbHO, aje Oe3 BIAMOBIIHMX MOSCHEHb, abo
JOMylIeHa He3HaYHa MOMMJIKA (HETOYHICTb);
5 — 3amaya BUpillleHa MPaBUIILHO 3 BiANOBIIHUMHU MOSICHEHHSIMH.

CrpykTrypa Gistera
biner mictuth 30 ogHOOAIBHMX TEOPETUYHUX TECTIB, 5 ABOOAIbHMX Ta 12
I’ ATHOATBHUX MPAKTUYHUX PO3PaXyHKOBUX 3aBlaHb, sIKi OXOIUTIOIOTH BCi 3MiCTOBHI
MOJIyJIi TIporpamMu icnuTy. Y MiICYMKY MakcuMalibHa cyma OaniB Oiera ckiagae 100
6aniB: 40 — 3a TeopeTUUHY YacTUHY Ta 60 — 3a IpaKTUYHY.

[lIkana ouiHoBaHHs OijleTa

BerynHuit ex3ameH omiHIO€ThCs 3a mkainow 100-200 GaniB. MiHimManbHUH
MO3UTHUBHHUM pe3yJIbTaT ICIUTY 3a BUKOHAHHS 3aBHaHb Oulera (kBamidikauiiHuim
MiHiMyM) ckiagae 25 GaiiB. Ll kinpkicTh OaliB Bi/ANOBIIa€ eK3aMeHalliiHIN OLIHKH
100 mkanu ouiHioBaHHS. [lepeBeneHHs OaniB 3a BHUKOHAHHS 3aBlaHb OijeTta
BCTyMHOro BurnpoOyBaHHs 10 mkaau 100-200 BUKOHY€ETHCS BIANOBIIAHO A0 TaOIHII
5.23 nonatka 5 IlpaBun npuiiomy 1o HTY «J/lHinpoBcbka nomitexHikay. BerynHukwy,
SKi 3a pe3yJbTaTaMH ICHUTY HaOpajld MeHII HDK KBali(ikalifHUN MIHIMYM,
mo30aBIIsAIOTHCS MpaBa y4acTi B KOHKYPCI.



Ilpukaaan ek3ameHaniliHuX 3aBaaHb Oiera
a) 0AHO0AJILHHI TEOPEeTHYHHH TeCT:
CykynHicTs HOCis iHdopMallii, cepe10BHIIA HOro MOMKPEHHS Ta 3200y TEXHIUHOT
po3Biaku (3rigHo JICTY 3396.2) ne:
a) iHhopMaTUBHUIA CUTHAJ,
0) TeXHIYHMIA KaHaT BUTOKY iHMopMariii,
B) TEXHIYHA PO3BiJIKa,
r) 3aXUCT iHdOopMaIlii.
0) AB0OAJILHHI TEOPEeTHYHHH TeCT:
J10 OCHOBHMX NPUHIUIIIB NOJITUKHA O€3MEeKH HE BiTHOCHTHCS:
a) CHCTEMHICTb,
0) KOMILJIEKCHICTB,
B) MAaKCUMAJIBHICTh 3aXUCTY,
I) HENEPEPBHICTh 3aXUCTY,
1) )KOPCTKE KepyBaHHS CUCTEMOIO 3aXHCTY,
€) BIAKPHUTICTH QJITOPUTMIB 1 MEXaHI3MiB 3aXHCTY.

B) IPaKTHYHe PO3paxXyHKOBe 3aBJaHHA (3a7a4a):
Posainutu cexper C =11 3a (3,5)- noporosoto cxemoro Illamipa, B sikiii 6yap-ski 3 3 5

KOPUCTYBa4iB MOXYTh BiaHoBuTH cekpeT. Bukopuctano none GF(13), cexpernnii
nominom  f(x) = Tx* +8x +1 1(mod13), wecexperni HenymboBi enemeHTH MO
n=L,r=2,rn=3,r=4,r,=5.



