HPOEKT

MIHICTEPCTBO OCBITH I HAYKH YKPATHU
HAILIIOHAJIbHUHM TEXHIYHWUN YHIBEPCUTET
«/JHITIPOBCBKA TIOJITEXHIKA»

3ATBEPJIDKEHO
Buenoro panoro yHiBepcUTeTy
2025p., mpotokon Ne

I'onoBa Buenoi pagu
I'enanamii I[TIBHSK

OCBITHBO-HAYKOBA ITPOI'PAMA BHIIIOI OCBITHU
«be3neka kideppi3MIHUX CHCTEM>»

I'AJ1Y3b 3HAHD F Indopmartiitni Texnosnorii

CIIELHIAJIBHICTD F5 KibepOesneka ta 3axuct iHpopmairii

PIBEHb BUIIIOI OCBITU Tperiii (0CBITHbO-HAYKOBHIA)

CTVYIIIHb JloxTop dimocodii

OCBITHA KBAJIIDIKALIA JlokxTop dinocodii 3 kibepOesneku Ta 3aXUCTy
1HbopMmarii

YBoauthes B airo 3 01.10.2025p.

Hakas Big 2025p., No
Pextop
Onexcannp ASKOKOBCHKUI
JHinpo
HTY «AII»

2025



JIMCT-ITIOT'OKEHHA

LleHTp MOHITOPUHTY 3HAaHb T TECTyBaHHS
poToKoJT Ne BT «__ » 2025 p.

Jupexrop

(TigrEc, iHIIamy, Ipi3BHIIE)

Binnain BHYTpilIHROTO 3a0€3MEUEHHS KOCTI BUIIIOT OCBITH
poTokosl Ne BT« » 2025 p.

HavanpHuk Bty

(T e, =AM, TPi3BHIIE)

HaBuyaipHO-METOAUYHUNA BIIALT
poToKoa Ne BIT «_ » 2025 p.

HavanpHuk BTy 10.0. 3a6omnoTHa

(mignuc, iHimiamy, npi3BuUIIe)

3aBigyBau acIipaHTypH 1 JOKTOPAHTYPH J1.O. KonicHuK
(migmuc, iHiiaNy, npi3BuUIIe)

HayxkoBo-Metonndna komicis crienianbHocTi FS KibepOes3neka ta 3axuct iHopmairii

[Tpotokon Ne BIJL «__ » 2025 p.

I'onmoBa HayKOBO-METOIMYHOT KOMICIi CTIeI[1aJIbHOCTI B.1. KopHieHko
(mignuc, iHiniaxu, npi3BUILe)

["apaHT OCBITHROT MpOTpaMu A.O. Kopuenko

(mignuc, iHimiany, npi3BuiLe)



IHEPEIMOBA

Po3pobiieno poOouotro rpynoro y ckiaaii:

1.

Kopuenko Anna OnekcaHapiBHA — JOKTOp TEXHIYHUX Hayk, Mpodecop,
npodecop kadenpu Oe3neku iHPopmalii Ta TeIEKOMYHIKalid (KEpIBHUK
po0oUOi IrpynH), rapaHT OCBITHHO-HAYKOBO1 IPOTPAMH.

[Banuenko Oner BacuiboBUY — TOKTOp TEXHIYHHMX HAYK, TOLEHT, podecop
kadeapu NporpaMHOTo 3a0e3MeUeHHs] KOMIT FOTEPHUX CHCTEM.

Kotyx €Bren BonogumMupoBud — AOKTOP 3 JAEPAKABHOTO YIPABIIHHS, AOLEHT,
npodecop kadeapu Oe3nexu iHGopmarlii Ta TeIEKOMYHIKAIIH.

Hasunenko Kupuno OnekcanapoBud— 3100yBau rpynu 125A-23-10.

PenieH3ii-BIATYKH 30BHIIIHIX CTEUKXOJIEPIB:

1.
2.
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BCTYII

OcBiTHBO-HayKOBa Mporpama po3pobieHa Ha ocHoBi [locranoBu KaOinery
MinictpiB Ykpainu Big 23 Oepesnst 2016 p. Ne 261 «IIpo 3arBepmxennsa I[lopsiaky
MIATOTOBKY 3100yBayiB BUILOT OCBITHU CTyIEHs JIOKTOpa (himocodii Ta JOKTOpa HayK Yy
3aKJ1a/iax BUIOT OCBITHU (HayKOBHUX yCTaHOBax)» 13 3MiHaMmu Bia 03 kBiTHS 2019 p. No
283 (mam Ilonoxenns KMV Ne 261) Ta ctangapty BUIIOI OCBITH 31 CIELIAJIBHOCTI
125 KibepOe3neka Ta 3axucT iHQopMalii A s TPETbOro (OCBITHHO-HAYKOBOTO)
piBHs (Haka3 MOH Big 29.10.2024 Ne 1543).

Oc8imHbO-HAYKO8A NPOSPAMA BUKOPUCTNOBYEMbCA N0 YAC:

— JIILIEH3YBAaHHS CHEIIalbHOCTI Ta aKpeIUTallill OCBITHBOT MPOTpaMu;

— CKJIaJIaHHS HAaBYAJIHHUX TIAHIB;

— hopmyBaHHSI poOOUMX MPOrpaM HABYAIBHUX JHUCIUIUIIH, cCUjia0yciB, mporpam
NPaKTUKH, IHIUBIAyaTbHUX 3aBJaHb;

— (hopMyBaHHS 1HIUBIAYaJIbHUX HABYAIHHUX IJIAHIB aCITipaHTIB,;

— po3po0IeHHS 3aC001B JIarHOCTUKHU SIKOCT1 BUILIOT OCBITH;

— arecrallii acipanTiB cneriaibHocTl F5 KiGepOesneka Ta 3axuct iHpopMmariii;

— HAyKOBOi opieHTallii 3700yBaviB (axy;

— 30BHIITHBOTO KOHTPOJIIO SAKOCTI MiATOTOBKHU (DaxiBIIiB.

Kopucmysaui oceimuvo-nayxogoi npoepamu

— acmipaHTH, ki HaBuaroThesi B HTY «/111»;

— Bukimagadi HTY «ZII1», siki 3A1iCHIOIOTH MITOTOBKY acHipaHTIB CIEI1aJbHOCTI
F5 KibepOesmeka Ta 3axuct iHpopMarii;

Jlist OCBITHBOI MpOTrpaMu TMOIIUPIOETHCS Ha Kadeapu YHIBEPCHTETY, IO OepyTh
y4yacTh y MiAroToBIi (axiBIliB CTymeHs AokTopa ¢iutocodii crnemiaabHOocTi F5
KibepOe3neka ta 3axucT iHdopmarrii.

1. MPO®LIb OCBITHBOI IPOI'PAMU

1.1 3araabna indopmanis

IToBHa Ha3Ba HamionansHuii TeXHIYHUN YHIBEpCUTET «J{HIMPOBCHKA MOJITEXHIKaY,
3aKjIally BUIII01 BIJUIUT aCipaHTypH Ta JOKTOPAHTYPH,
OCBITH Ta

CTPYKTYpPHOTO
MIAPO3IITY

kadenpa Ge3neku iHdopMalii Ta TETEKOMYyHIKAIIii.

Cryninb Bumoi | Jokrop dinocodii

ocBitu Ta Ha3Ba | Jlokrop ¢inocodii 3 kibepOe3neku Ta 3axucty iHdopmarii
kBasiikarii
MOBOIO
OpHTiHaAIly

Odiuiiina Ha3Ba | be3neka kibephizUUHUX CUCTEM
OCBITHBOT
porpamu

Tun nunomy ta | 60 kpenurie €EKTC, Tepmin HaBYaHHS — 4 POKH.
00CAT OCBITHBOI
porpamu

HasBHicTb Axpenurallis IporpamMu He IPOBOAUIACS.




aKpenuTanii

[ukn/piBeHb HPK VYkpainu — 8, pieab FQ-EHEA — tperiii uxin, EQF-LLL — 8 piBens

[TepenymoBH Oco0a mae mpaBo 3100yBaTH CTYIIHB TOKTOpa ¢inocodii 32 yMOBU HAIBHOCTI B
HEl Ipyroro piBHS BUIIOT OCBITH.

Oco6nuBocri Betymry Ha OHII Bu3navarotscst [IpaBunamu npuiiomy 10
HarionanbHOTO TEXHIYHOTO yHIBEpCUTETY «/IHITPOBCHKA MOJITEXHIKaY, 10
3arBepmKkeHi BueHoro pajoro

Mozga(n) VYkpaiHcbka

BUKJIAJJAaHHS

Tepmin nii Tepmin He MO>Ke MepeBHITYBaTH 4 pOKH Ta/abo mepios aKkpeAnuTaIlii.

OCBITHBOT OHIT niisirae neperisay BiAMOBIIHO 10 3MiH HOPMAaTHBHOT 0a3u YkpaiHu, aje
HporpaMu He piauie 1 pasy Ha pik.

Iurepuer- Ocaitni nporpamu HTY «JIHIMpoBChKa MOTITEXHIKA:

aapeca https://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/science met_dep/
OCTIHHOTO educational_programs/

PO3MIIIIEHHS

OTIUCY OCBITHBOT

IpOrpaMu

1.2 Mera ocBiTHBOI porpamMu

[ligroToBKa Ha TPUHIMIAX aKaJAEeMIYHOi JOOPOUYECHOCTI, 3arajJibHOJIONCHKUX IIHHOCTEH,
HaI[IOHAJIbHOT 1I€HTUYHOCTI Ta KPEAaTUBHOTO CTAHOBJIEHHS JIIONMHU 1 CYCHUIbCTBA MalOyTHIX
¢daxiBuiB 3 kibepOe3nekn Ta 3axucTy iHQopMmalii i3 3a0e3MeueHHsM OPraHIuHOTO IOETHAHHSI
OCBITHBOI Ta IHHOBAIIHHOT IISTILHOCTI, CIPAMOBAaHUX Ha 3M00YTTS MOITHUOJCHUX TEOPETHYHUX 1
MPaKTUYHUX 3HAHb IS TPOJYKYBaHHS HOBHUX 1€ Ta PO3B’SI3aHHs CKIAQTHUX KOMIUIEKCHHUX
npobnem y ramysi kibepOe3nekn Ta 3axucTy iHQopMallii, OBOJOAIHHSI METOAOJOTIEI0 HAYKOBO1 Ta
MearoriyHoi JISUTbHOCTI, @ TaKOXX MPOBEICHHS BJIACHOTO HAYKOBOTO JOCHIDKCHHS, PE3yIbTaTH
SIKOTO MalOTh HAyKOBY HOBHU3HY, TCOPETUYHE Ta MPAKTUIHE 3HAYCHHS.

1.3 XapaxkrepucTHKa OCBITHbOI POrpaMu

[Ipenmerna F Indopmaniiiai rexuomorii / F5 Kibepbesmeka Ta 3axuct iHGopmarrii
obnactpb 006 ’exmu uguenHs ma OisIbHOCMI:
— iH(dOpMaIiiiHI CUCTEMH 1 TEXHOJIOTIi Ha 00’ €KTaxX iH(pOopMaIiiHOT TISUTBHOCTI Ta

KPUTUYHUX THPPACTPYKTYyp chepu KibepOe3neku Ta 3axucTy iHdopMaIrii;

— HOBITHI CHCTEMHU Ta KOMIUJIEKCH CTBOPEHHS, 0OpoOKH, mepemadi, 30epiraHHs,
3HUILEHHS, 3aXUCTY Ta BifoOpakeHHs AaHuX (iH(OopMaLifHUX TOTOKIB);

— cydacHi iH(opMaliiiHI pecypcu pi3HUX KJaciB (B T.4. Jiep>KaBHI iHpopMaIliiHi
pecypeh);

— IIpoTrpaMHe Ta MPOrpaMHO-arnapaTHe 3a0e3nedeHHs (3acobu) Kibep3axucry;

— aBTOMAaTHM30BaHI  CHCTEMHU  yIpaBliHHA  iH(OpMaliiHO  Oe3MeKolo,

KkibepOe3mneKoro;

— METOJI0JIOT1i, TEXHOJIOTIi, METOM, MOJIENI Ta 3aco0u KibepOe3neKu Ta 3aXUCTy
iHpopmarii.

Lini naséuanna: HaOYTTA 3[aTHOCTI NPOJYKYBaTH HOBI i€, poO3B’sA3yBaTH
KOMIUIEKCHI IpobiemMu B Tamy3i mpodeciifHoi Ta OCHiIHMIBKO-IHHOBALIIHOT
TISUTBHOCTI, a TaKOXK 3/1aTHOCTI 3[IHCHIOBATH HAayKOBO-TEJArOTi4HY AISUTBHICTH Y
chepi kibepOesrmexkn Ta 3axucty iHdopMmalii, mo mnependadae riauOOKe
MEPEOCMUCIICHHS] HAasBHUX Ta CTBOPEHHS HOBUX LUTICHUX 3HaHb Ta/abo
npodeciiHO MPaKTHKH.

Teopemuunuii 3micm npedmemuoi obaacmi. TPUHIMIH, KOHIIEMIi, Teopil
3aXUCTY JKUTTEBO BAXKIIMBUX IHTEPECIB JOJWHU 1 TPOMAJTHUHA, CYCHIBCTBA Ta
JIep>)KaBM Ml Yac BUKOPUCTAHHSA KiOEpHmpocCTOpy, 3a SKOTO 3a0e3NedyroThCs



https://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/science_met_dep/educational_programs/
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CTaJIMi PO3BUTOK 1H(OPMAIIITHOTO CYCHIBCTBA Ta HU(PPOBOTO KOMYHIKATHUBHOTO
Cepe/IoBUINA, CBOEYACHE BHSBIICHHS, 3amoOiraHHs 1 HEHTpami3alis peajbHHX i
MOTEHIIIHHUX 3arpo3 HaIlOHAIBHINM Oe3meri YKpaiHu y KibeprpocTopi.

Memoou, memoouku ma mexHonoeii: CydacHl METOJIW, MOJAEII, METOJUKHA Ta
TEXHOJIOTIl JOCHIPKEHHSI Ta BJOCKOHAJIEHHS TPOIIECIB CTBOPEHHs, 0OpoOKH,
nepeiadi, NPUHMaHHS, 3HUINEHHS, BiTOOpaKeHHs, 3axuCTy (KiOep3axucry)
iHpOpMaLIfHUX pecypciB y KibepmpocTopi, METOIU CTAaTUCTHYHOTO aHAIi3y
TaHUX.

Incmpymenmu  ma  061a0HaHHA. NPOTPAMHO-allapaTHE Ta IPOrpamMHe
3a0e3reyeH s, IHCTPYMEHTaIbHI 3ac00HM, KOMITIOTEpHA TEXHIKa, CHeIialibHi
KOHTPOJILHO-BUMIpPIOBAJIbHI MpHIIaIx, POTPaMHO-TEXHIYH1 3acobu
aBTOMaTHU3allii Ta CUCTEMH aBTOMAaTH3allli IPOEKTYBaHHS, BUPOOHMIITBA,
eKcIuTyaTallli, KOHTPOJ0, MOHITOPUHTY, MEPEXH1, MOOUTbHI, XMapH1, TEXHOJIOTTII,
MEpeXHe YCTaTKyBaHHS Ta CEpeloBHINE, NpPUKIAJHE Ta CIeliali3oBaHe
mporpamMHe  3a0€3MEeUYeHHsS, aBTOMATH30BaHI  CHCTEMH Ta  KOMIUIEKCH
MIPOEKTYBaHHS, MOJIETIOBAHHS, €KCILTyaTallli, KOHTPOJO, MOHITOPUHTY, 0OpOOKH,
B110Opa’KEHHS Ta 3aXMCTy JaHuX (1HOpMaLiiHUX MOTOKIB).

Opienrartist OcBiTHRO-HAyKOBa IIporpaMa OpIEHTOBaHA Ha PO3B’SA3YBAaHHS KOMIUJIEKCHUX

OCBITHBOL 3a/1a4 13 po3poOKu Mozenel Ta 3aco0iB 3a0e3neueHHs KioepOe3neku Ta 3aXUCTy

MporpamMmu 1HbOopMarii.

OcHoBHHUH OcBiTHRO-HAayKOBa IporpaMa CIpsIMOBaHAa Ha: PO3BUTOK TEOPETUYHOT,

doxyc METOJIOJIOTIYHOT ~Ta TNPHUKIAAHOI 0a3W CTBOpeHHS Ta  3a0e3meucHHS

OCBITHBOL (GyHKIIOHYBaHHS 1HQOPMAIIMHUX TEXHOJIOTIH Ta KiOep(i3MYHMX CHUCTEM Ha

porpaMu 00’exTax iH(pOpMAIIHHOI ASUIBHOCTI Ta KPUTUYHUX IHOPACTPYKTYp y cdepi
KibepOe3rekn Ta 3axucTy iH(opMallii; CTBOPEHHS aBTOMATH30BaHUX CHUCTEM
yIpaBiiHHA 1HGOPMAIIHHOIO OE3IMEeKOI0 Ha OCHOBI HOBITHIX METO/IIB, MOJICIICH
Ta 3ac00iB KiOepOe3MmeKu Ta 3aXUcTy iHpopmarrii.
KirouoBi cnoBa: xibepOesneka, iHdopmarlriitHa 6e3neka, KioepdiznuHi cucTemH,
MareMaTU4YHI MeToAu KibepOe3neKkun, CUCTeMH 1 TeXHOJIOTIl iHpopMaIliifHOi Ta
KibepOe3Ieku Ta 3axXucTy iH(opmarrii.

OcoOnuBocTi OcgiTHS mporpamMa rnepeadoadyae No€JHAHHS TEOPETUYHUX 3HAHb Ta MPAKTHYHY

MporpaMu (y T.4. BUKIAmanbpKy) MiATOTOBKY 1 J03BOJIsi€ 37400yBayaM BHIIOI OCBITH

OTPUMATH HABWYKU IIOJO CTBOPEHHS CHUCTEM KiOepOe3neKn Ta 3axucTy
iHpopmartii B kibephiznyHuX cucTemMax Ha 00’ ekrax iHGOPMaIIHHOT TiSITLHOCTI
Ta KPUTUYHOI 1H(PPACTPYKTYypH, MPOBEACHHS HAYKOBUX TOCIHIIKEHb y cdepi
kibepOe3neku Ta 3aXucTy iHpopMallii.

1.4 IlpuaaTHicTh BUNYCKHHKIB /10 NPaleBJIAIITYBAHHS Ta MOJAJbIIOI0 HABYAHHS

[IpunarHicTh

hi ()
MPalEBIIAIITYB
aHHs

Ha mocagax HaykoBMX 1 HayKOBO-TIEAAroTriYHUX MPAIIBHUKIB B HAyKOBHX
yCTaHOBax 1 3aKjiajax BHIIOI OCBITH; MpAaI[iBHUKIB HaWBUINOI KBamidikamii y
HAYKOBO-JIOCIITHUIIBKUX ~ Ta  MPOEKTHO-KOHCTPYKTOPCHKUX  IIpO37iIax
MiAMPUEMCTB.

Bunu exonomiunoi gisibHOCTI 3a knacudikaropom JIK 009:2010: Cekuis M,
po3nin 72 «HaykoBi focnimkeHHs Ta po3poOkny»; Cekuis P, po3ain 85 «Ocsiray,
rpymna 85.4 «Buma ocBitay, ki1ac 85.42 «Buma ocsirta»; Cekuisa J, po3ain 62
«Komn'torepHe mporpamyBaHHS, KOHCYJAbTYBaHHS Ta TOB'A3aHa 3 HHUMH
TisUTbHICTBY Ta po3ait 63 «Hamanus iHGoOpMAaIiifTHIX TTOCTYTY.

Ilocamm 3rigHo  knacugikaropy mnpodeciii  Ykpainu: 2131.1 Haykosi
cniBpoOiTHUKK (oOuucmroBanbHi cuctemu) 2132.2 KoHCTpykTOp cucreM
kibepOe3nexku 2139.1 HaykoBi cniBpoOiTHUKH (iHIII Tamy3i o6uucinens) 2139.2
AmnaniTik 3arpo3 6e3mnexu, AHaIITUK 3 6e3neku iH(opMaIiifHO-KOMYHIKaIIHHUX
cUCTeM, AHAIITUK 3 OI[HKH Bpa3IUBOCTEH, AHAIITUK CHUCTEM 3aXUCTY




iHpopmaii, Ayrutop iHpopMamiiftHuX TeXHOJIOTiH (3 KibepOe3nekn), PaxiBens 3
KibeppociikeHp Ta po3pobok cuctem Oesmeku 2149.2 Ilpodecionan i3
opraizamii 3axucty iHpopmainii 3 oOmexeHuMm pgoctyrnom 2310 Buxmamaui
3aKajiB BUMOI ocBity 2359 [Hmni npodecioHanu B raxysi OCBITH Ta HAaBYAHHS
2359.2 Iucrpykrop-meroguct 3 iH(opmariiiHoi Oe3neku Ta KidepOesneku
2447.1 HaykoBi crliBpOOITHUKH (IIPOEKTH Ta MPOTPAMH)

Tlomanbiie
HaBYaHHI

Jlokrop dimocodii MOXKe TPOBOIUTH HAYKOBI IOCIIIPKEHHS B HAyKOBIH Ta
npodeciitaiii  cepax ISUTBHOCTI, a TaKOXK IHIIMX CIOPIAHEHUX TaTy3siX
HAyKOBUX 3HaHB!

— 3100yTTsl HAyKOBOTO CTYIICHS JIOKTOPa HayK;

— OCBITHI MpOTrpamMu, JOCTITHUIBKI IPaHTH Ta CTUNEHAIl (Y TOMy 4uCIli i 3a
KOPZAOHOM).

1.5 BuxkjgagaHus Ta OLiHIOBAHHSA

Buxknagauus ta
HaBYaHHSI

Jlexuii, MpakTUUH1 3aHATTSI, CAaMOCTIIHa HAyKOBO-HaBUajibHa poOOTa Ha OCHOBI
HAyKOBO-TEXHIYHOI HaBUYaJbHOI JiTepaTypu Ta myOmikamii y ¢axoBux
MEePIOUIHNX BUIAAHHAX, KOHCYJIBTYBAHHS 13 HayKOBHM KEPIBHUKOM, HayKOBO-
MearoriyHoO0 CHUIBHOTOIO, MMPOBEACHHS HAYKOBOTO JOCIIHKCHHS, IMiArOTOBKA
Ta 3aXHUCT JUCEpPTaLiitHOT poOOTH.

O1iHIOBaHHS

OniHiOBaHHS  HABYAIBHUX JOCSTHEHb  aCMIpaHTIB  3AIMCHIOETBCA  3a
peiTHHroBoO mKanow (mpoxigHi 6amu 60...100) Ta 3a IHCTUTYLIHHOIO HIKAJIOIO
(«BIAMIHHOY, «JT0OpE», «3aI0BUTHHOY», «HE3aI0BUTBHOY).

OniHIOBaHHS BKJIIOYAE BECHh CIEKTP KOHTPOJIBHUX MPOIENYP Y 3aJI€KHOCT1 BiJ
KOMIIETEHTHICTHUX XapaKTepUCTUK (3HAHHS, YMIHHSI/HABUYKH, KOMYHIKAIIis,
ABTOHOMISI 1 BIONOBIHAJIBHICTh) PpE3yIbTATIB HABYaHHS, JOCSITHEHHS SKHX
KOHTPOJTIOETHCSI.

Pe3ynbraTi HaBYaHHS acMmipaHTIB, IO BiMOOpaxarTh JOCATHYTUH HUM PIBEHBb
KOMIIETEHTHOCTEH BITHOCHO OYIKYBaHUX, IMEHTU(DIKYIOTHCS Ta BUMIPIOIOTHCS ITiJT
yac KOHTPOJBHUX 3aXOJliB 3a JOMOMOTOI0 KPHUTEpIiiB, IO KOPETIOITHCS 3
BuMoramMu  HarmioHaipHOT  paMku  KBamidikamii 1 XapaKTepu3yITh
CIIBBIIHOIICHHSS BUMOT JIO PIiBHS KOMIIETEHTHOCTEH 1 MOKA3HUKIB OIHKH 3a
PENTHHIOBOIO LIKAJIOIO.

®dopma
BUITYCKHOT
arecrarii

y ¢opMi myOIIgYHOTO

[TincymkoBa arecrarisi 3A1HMCHIOETHCS
nUcepTariitHoi poootu nokTopa dimocodii.

Huceprarmiss Ha 3100yTTsS CTyneHs Jokropa ¢uiocodii € caMoCTIMHUM
PO3TOPHYTHM JIOCIIIKSHHSIM, III0 MPOIIOHYE PO3B’sA3aHHS KOMIUIEKCHOT po0iieMu
B cepi kibepbe3neku Ta 3axucTy iHGopmallii Ta/abo Ha ii Mexi 3 JOTUYHHUMHU
CHEUIATBHOCTSIMH, PE3YJIbTaTH SKOTO MAalTh HAYKOBY HOBU3HY, TEOPETHYHE Ta
MpaKTUYHE 3Ha4eHHs. Jluceprallis He MOBUHHA MICTUTH aKaJIEMIYHOTO IUIATiarTy,
danscudikarii, padpukartii.

Hucepraris Mae OyTH po3MillleHa Ha CaiTi 3akiaJy BHILOI OCBITH (HAYKOBOi
YCTaHOBH).

3aXUCTy

1.6 PecypcHe 3a0e3neueHHs peanizauii nporpamMu

Crnenudiuni
XapaKTEePUCTUK
1 KaJIpOBOTO
3a0€e3IeUeHHS

Kanpose 3abe3nedeHHs: BiINOBiIa€e KaJpoBHMM BUMOTaM INOJO 3abe3NedyeHHs
MPOBA/PKEHHS OCBITHBOI MAISTIBHOCTI JJIsi TPEThOrO piBHS BHIIOI OCBITH
BianmoBiAHO 10 JlileH31iHUX YMOB IPOBAIKEHHS OCBITHBOT AISTBHOCTI.

Jlo mpoBeNeHHs ayTUTOPHUX 3aHATH 3AIy4alOThCsl MPO(deciOHaNU-NPaKTUKU 3
[TpuaHINPOBCHKOTO LEHTPY TEXHIYHOTO 3aXUCTy iHpopmarii. 3a HEOOXiTHOCTI
3aJy4aloThCsl HAyKOBI Ta HAyKOBO-TIENAroriyHi mnpamiBHUKM 3 iHmuX 3BO
VYkpainu, 3 IKUMH YKJIaJeH1 BIIOBIHI JOTOBOPH MPO CIIBIPAILIIO.

Buknanaui mepiofMYHO MOCHIIIOIOTH CBOIO TIJITOTOBKY 4Yepe3 MpoLeaypy
MiABUIICHHS KBai(iKaIii.




Crnemudiuni

MarepianbHO-TEXHIYHE 3a0€3MEUYCHHS BIANOBIa€ TEXHOJOTIYHHM BHMOTaM

XapaKTepUCTUK | mI0A0 3a0e3reueHHs] MPOBAKCHHS OCBITHBOI AISIIBHOCTI JJIsI TPETHOTO PIBHA

U MarepialbHO- | BUIIOI OCBITH BigmoBigHO A0 JIiEH3IMHUX YMOB NPOBAPKEHHS OCBITHBOI

TEXHIYHOTO TISTTBHOCTI.

3a0e3MeUeHHS [TinroToBKa 3a JAaHOIO OCBITHBOIO IPOTPAMOIO 3MIHCHIOETHCA B J1a0OPaTOpisiX:
CJICKTPOHIKH; KOMIT FOTEPHOTO MOJICITIOBAHHS; 3acO0IB TEXHIYHOTO 3aXHCTYy
iHpopmarii; kibepOe3neku, - i3 BUKOPUCTAHHAM KOMILIEKCIB 3aCO0IB 3aXUCTY
«I'pud», aBroMarH3oBaHOTO KOMILIEKCY paaiomoHitopunry "AKOP-2ITK-M",
OararodyHknioHampHUX monrykoBux npuctpois ST-031P Ilipanes” ta CPM-
700 «Axynay.

Crnenudiuni HapyanbHO-METOIMYHI MaTepiaii pO3MIIIEHO y XMapHUX cxoBuiiax Microsoft

XapakTepUCTUK | T€ams, a TakoX Yy €JeKTPOHHINM cucTeMi JucTaHUiiiHOro HaBuaHHs Moodle:

u https://do.nmu.org.ua/

iHpopMaliitHoT

0 Ta

HaBYAIBHO-

METOAUIHOTO

3a0e3MevyeHHs

1.7 AxanemiuHa MOOLIBHICTH

HarmionansHa MoxnuBicTh akazeMiuHoi MoOUTbHOCT1 y 3BO-napTHepax nuisxom

KpcanTHa CTa)XyBaHHs, HABYAHHS, BAKOHAHHS JOCIIKEHb.

MOOUIBHICTh

MixHapoiHa MoskinBa, ajge He € 000B’I3KOBOIO.

KpclnTHA [Iponienypa Bi1OOpy HA TpOrpamMu akageMIdHOT MOOLTFHOCTI:

. https://projects.nmu.org.ua/ua/Selection procedure applied for the selection of
students and staff for mobility.pdf

HaBuanus Hapuanns iHO3eMHHX 3700yBaviB BHINOI OCBITH HE IEpeadadeHo.

1HO3EMHUX

3100yBaviB

BHUIIIOI OCBITH

2. OBOB’A3KOBI KOMIIETEHTHOCTI

[HTerpampHa KOMIETEHTHICTh JoKTOpa (imocodii 31 cnemiansHocTi FS5 KibepOesneka Ta
3axucT iHopMaIlii — 3JaTHICTH MPOAYKYBaTH HOBI iei, pO3B'A3yBaTu KOMIUIEKCHI MpoOieMu
npodeciiiHoi Ta/abo AO0CTIAHULIBKO-IHHOBALIHHOT AIJILHOCTI Y cdepi KibepOe3neku Ta 3aXHUCTy
iHbopMaIllii, 3acTOCOBYBaTHM METOJOJNOTII0 HAyKOBOI Ta MEJaroriyHoi MisJIbHOCTI, a TaKOX
MIPOBOJIUTH BJIACHE HAYKOBE JIOCIIPKEHHSI, PE3YJbTAaTH SIKOTO MAlOTh HAYKOBY HOBHU3HY, TECOPCTUYHE
Ta MPaKTHYHE 3HAUYCHHS.

2.1 3arajpHi KOMIETEHTHOCTI

HIndgp KomnerenTHocti
3K] |3HaTHICTB 10 aOCTPAKTHOrO MMCIICHHS, aHANI3y 1 CHHTE3Y.
3K2 | 3naTHICTH 10 MOLIYKY, 0OpOOIeHHSs, Ta aHali3y iH(OpMaLlii 3 pI3HUX JKepe.
3K3 |37arHICTh MpaloBaTH B MDKHAPOAHOMY KOHTEKCTI.
3K4 31aTHICTh  PO3B’sA3yBaTH KOMHJICKCHi npobiaeMu TmpenMeTHoi obnacTi Ha OCHO].3i
CHCTEMHOTO HAyKOBOTO CBITOINIYy Ta 3arajlbHOTO KYJIBTYPHOTO Kpyro3opy i3



https://do.nmu.org.ua/

‘ JOTPUMAHHIM MPUHIUIIB MPOo(deciiiHOT eTHKH Ta aKkaJIeMi4HO1 100pOYEeCHOCTI.

2.2 CrentianibHi ((haxoBi, MpeMETH1) KOMIETCHTHOCTI

Hludp

KomnerenTHocTi

CK1

31aTHICTh BUKOHYBATH OPHUTIHAIBHI IO CITIHKEHHS, TOCITaTH HAYKOBUX PE3YJbTaTiB,
SIKi CTBOPIOIOTH HOBI 3HaHHA y c(epi kibepOe3neku Ta 3axucty iHpopmarii Ta
JOTHYHUX MDKIUCHUIUTIHAPHUAX HAIPAMaX 1 MOXKYTh OyTH OIyOIiKOBaHi y IPOBITHUX
HAyKOBUX BUJAHHSX 3 KibepOe3nexku Ta 3axucty iHdopmarii.

CK2

3MaTHICTP IHIIIOBATH, PO3POOIISATH 1 peari30ByBaTH KOMILICKCHI HAYKOBi Ta
IHHOBaIlIHH1 TPO€EKTH B cepi KibepOe3neKku Ta 3aXucTy iHdopmallii.

CK3

31aTHICTh PO3B’SI3yBaTH 3HaUYIL1 Ipodiaemu y cdepi KibepOe3neku Ta 3aXucTy
1H(bOopMaIlii, po3IIMPIOBATH Ta MEPEOIIHIOBATH HasABH1 3HAHHS 1 PO deCiliHl MPAKTUKH.

CK4

3n1aTHICTh €(PEKTUBHO 3aCTOCOBYBATH METOM aHANI3y JaHUX, KOHIENTYaIbHOTO,
MaTeMaTUYHOIO Ta KOMII FOTEPHOI0 MO/JIEJIIOBAHHSI, BUKOHYBaTHU HaTYpHI Ta
004HCITIOBAIbHI €KCIIEPUMEHTH NPHU MPOBEIEHH1 HAYKOBUX 1 MPUKIAIHUX JOCTIIKEHD Y
cepi kibepbe3neku Ta 3axucty iHdopMallii.

CK5

31aTHICTh TeHepyBaTH HOBI 111€1 1100 PO3BUTKY TE€OPIi Ta MPaKTUKHU KibepOe3neku Ta
3axucTy iH(popMallii, BUSBISITH, CTABUTH Ta BUPIIIYBATH MPOOIEMH 10 CIITHUIIBKOTO
XapakTepy, OIIHIOBATH Ta 3a0€31eYyBaTH SAKICTh BUKOHYBAHHUX JIOCI1PKCHbD.

CKo6

3aTHICTh BUIBHO CIIUIKYBATUCS 3 MMUTaHb, 1110 CTOCYIOThCs cepu KibepOe3neku Ta
3axucTy iHGOpPMAIIii, 3 KOJeraMu, IUPOKOI0 HAYKOBOIO CILILHOTOO, CYCITUIBCTBOM Y
[JIOMY YKPaiHCHKOIO Ta aHIIIHCHKOIO MOBaMH.

CK7

3MaTHICTh 3IMCHIOBATH Ta OPTaHI30BYBaTH HAYKOBY Ta OCBITHIO HAYKOBO-TICIAaTOTIYHY
TISUTBHICTB Y 3aKJIaJiax BUIIOT OCBITH.

Cneyianvui KomnemeHmHocmi 3 ypaxy8aHHam ocobnusocmell 0C8imHv0i npocpamu

CK8

3MaTHICTh 70 TUIAaHYBaHHS Ta peaii3aiii KOMIUIEKCHOI IHHOBAIIHHO-IIOIIYKOBOT Ta
HayKOBO-JOCIIAHOT MISUTBHOCTI 13 PO3POOKHM METOMIB, MOJENEeH Ta 3aco0iB Oe3IMeKu
KiOephIBUYHUX CUCTEM.

3. HOPMATUBHUWI 3MICT IIJATOTOBKHU JIOKTOPA ®LJIOCO®II,
CO®OPMYJIbOBAHUI Y TEPMIHAX PE3VJIBTATIB HABUAHHS

Pesynpratu HaBuanHsa nokropa Qimocodii 31 cmemianbHocTi 125 KibepOesneka Ta 3axuct
iHdopMarlii, 1m0 BHU3HAYAIOTh HOPMATUBHHM 3MICT MIiATOTOBKH 1 KOPEIIOIOTHCA 3 IEPETiKOM
3arajibHUX 1 CrIeiaJIbHUX KOMIIETEHTHOCTEH, OJJAHO HIKYE.

HIudp

Pesyinbrary HAaBYaHHA

PH1

Maru nepenoBi KOHIENTyalbHI Ta METOAOJIOTIYHI 3HAHHS 3 KiOepOe3meKu Ta 3aXUCTy
iHbopMaIlii 1 Ha MeXi MPeAMETHUX Taly3eil, a TakoX JOCIIIHUIIbKI HAaBUYKH, JOCTATHI
JUIS TIPOBEICHHS HAyKOBHX 1 MPUKIATHUX AOCHIKEHb Ha PIBHI OCTaHHIX CBITOBHX
JOCATHEHb 3 KibepOe3meku Ta 3axucTy iHQopmallii, OTpUMaHHs HOBUX 3HaHb Ta/abo
301ACHEHHS IHHOBAILIIIA.

PH2

[InanyBaT 1 BHUKOHYBaTH €KCIEPUMEHTAJbHI Ta/ab0 TEOPETHYHI JOCHIKEHHS 3
kibepOe3nekn Ta 3axucTy iH(popMmalii Ta AOTMUYHMX MDKAUCHUIUIIHAPHUX HAMpPSIMIB 3
BUKOPUCTAHHSM CY4YaCHUX IHCTPYMEHTIB Ta JOTPUMAHHAM HOpM THpodeciiHol i
aKaJIeMIYHO1 €THKH.

PH3

Kputnuno anamizyBatu pe3ylbTaTd BJIACHUX JIOCHIHDKEHb 1 pe3yabTaTd IHIIHUX
JOCIIHUKIB y KOHTEKCTI YChOTO KOMIUIEKCY CYYacCHUX 3HaHb MIOAO JOCHTIIKYBaHOT
poOIeMu.
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Hludp

Pe3y.]'[I>TaTI/I HaBYaHHA

PH4

I'muboko po3yMiTH 3araibHi NPUHIMIIK Ta METOAM KibepOe3neKkH Ta 3axucTy iHdopmarlii,
a TaKoXX METOJOJIOTII0 HAayKOBUX JOCIHIKEHb, 3aCTOCOBYBATHM iX Yy BJIACHUX
JOCTLKeHHAX Y cepi iHhopMaIiifHUX TEXHOJIOTIH Ta Y BUKJIAJAlbKiil MPaKTHILL.

PHS5

DopMynmoBaTH 1 MEPEBIPATH TIMOTE3W; BUKOPUCTOBYBATH Uil OOIPYHTYBaHHS BUCHOBKIB
HAJICKHI JIOKa3u, 30KpeMa, pe3yJbTaTH TEOPETUYHOTO aHaJi3y, EKCIIEPUMEHTAIbHHUX
JOCTIHKEHb 1 MaTeMaTHYHOTO Ta/ab0 KOMIT IOTEpPHOTO MOJICIIIOBaHHS, HAasiBHI JITEpaTypHi
JaHi.

PH6

BinbHO mpe3eHTyBaTH Ta OOroBOproBaTd 3 (axiBIFIMH 1 He(axiBISIMH pe3yJIbTaTH
JOCTIKeHb, HAyKOBI Ta NpUKIaaHI mpobneMu KibepOesnmekun Ta 3axucTy iH(opmarii
Jep>KaBHOIO Ta 1HO3€MHOI0O MOBaMH YCHO Ta IMHCHMOBO, OIPHJIIOMHIOBATH PE3YIIbTaTH
JOCIIPKEHb Y HAyKOBUX NYOJIKallifiX Yy MPOBIAHMUX BITUYM3HSIHUX Ta MDKHApOJIHUX
HAYKOBUX BUJAHHSX.

PH7

3acTocOoBYBaTH 3arajbHl NMPUHLUIN Ta METOJM MaTeMaTHKH, 1H()OpPMATUKU Ta IHIINX
HayK, a TaKoX CydacHl1 METOJM Ta IHCTPYMEHTH, IM(POBI TEXHOJIOTII Ta crelliali3oBaHe
porpaMHe 3a0e3leuyeHHs JUid NPOBAPKEHHS HAyKOBHUX JIOCHIKEHb Yy cdepi
ki0epOe3neku Ta 3aXucTy iHpopMallii.

PHS

Po3pobnaT Ta gOCHiIKYBaTH KOHUENTYyallbHI, MaTeMaTW4yHI 1 KOMII'IOTE€pHI MOJeni
MpOLECiB 1 CUCTEM, €()eKTUBHO BUKOPUCTOBYBATH X JUIsl OTPUMaHHS HOBUX 3HaHb Ta/ab0
CTBOpPEHHSl I1HHOBallIfHUX TMPOJYKTIB y KibepOe3neku Ta 3axucty iHdopMmanii Ta
JOTHUYHUX MDKJIUCIHUILUTIHAPHUX HampsiMax.

PH9

3acToCOBYBaTH Cy4acH1 IHCTPYMEHTH 1 TEXHOJIOTI] MONIYKY, OOpoOJIeHHS Ta aHalizy
iHbopMarlii, 30KpeMa, CTaTUCTHYHI METOAM aHali3y JaHUX BEIUKOro oOlcsry Tta/abo
CKJIQIIHOT CTPYKTYpPH, CIeliaini3oBaHi 0a3u 1aHux Ta iHGOpPMAIIiifHI CHCTEMH.

PHI10

OpranizoByBaTH 1 31HCHIOBaTH OCBITHIA mporec y cdepi kibepOesnmeku Ta 3axXucry
iH(popmarrii, HOro HaykoBe, HaBYAIbHO-METOJAMYHE Ta HOpPMATHUBHE 3a0€3ICUCHHS,
PO3pOoOIATH 1 BUKJIAJATH CTICIiaJIbH1 HaBYAJIbH1 TUCIUTIIIHYU Y 3aKJIaJax BUIIOI OCBITH.

Cneyianvui pe3ynomamu HA84AHHA 3 YPAXY8AHHAM 0COOIUBOCMEL OCBIMHbOI Npocpamu

PH11

[InanyBatu Ta peanizoByBaTH KOMILJIEKCHY IHHOBAI[IHHO-TIOIIYKOBY Ta HAyKOBO-IOCTITHY
TISUTBHICTB 13 PO3p0OKH Mojelel Ta 3ac001B KpUIITOTPaiyHOTO Ta TEXHIYHOTO 3aXHUCTY B
KibephBUYHMX CHCTEMaX 13 ypaxyBaHHSIM BUMOT J0 KiOEpPCTIMKOCTI.

4. PO3ITIOALJI PE3YJIBTATIB HABYAHHS 3A OCBITHIMUA
KOMIIOHEHTAMMH

HIndp
PH

Pe3ysibTaTi HaBYaHHA HaiiMeHyBaHHS OCBiTHiX KOMIIOHEHTIB

1 ObOB’A3KOBA YACTHUHA

PH1

Maru nmepenoBi KOHLENTyalnbHi Ta | MeToI0JIOTiA HAYKOBHX JO0CTIIKEHb
METO/O0JIOTIUHI 3HaHHS 3 KibepOe3neku Ta | [HTenekTyanbHi cucteMu B KiGepOesmeni
3axucty  iHQopmamii 1 Ha Mexi | Kpunrosoris xkibep@i3sMuHUX cCUCTEM
MpEIMETHUX  Taly3ei, a Takok | Meromm 1 3acobu  3abe3meyeHHs
JNOCTITHUIBKI HABUYKH, JOCTaTHI Ui | KiOepCTiMKoCTi cuctem

MIPOBE/ICHHS HAyKOBUX 1 NPUKIAJHUX
JOCTUKEHb Ha PIBHI OCTaHHIX CBITOBUX
JOCATHEHb 3 KiOepOe3mekn Ta 3axucTy
iHpopMallii, OTpPUMaHHI HOBHUX 3HaHb

PH2

Ta/a00 3MIMCHEHHS IHHOBALIIH.
[InanyBaru i BukoHyBatu | dinocodis Hayku Ta npodeciiiHa eThka
eKCIEpUMEHTabHI Ta/ab0 TeopeTuyHi | MeTomooTis HAYKOBHX JOCTIIKEHb
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Hludp

Pe3y.]'II>TaTI/I HaBYaHHA

HajimeHyBaHH$1 OCBiTHiX KOMIIOHEHTIB

PH
JOCTiLKEeHHS 3 KibepOe3neku Ta 3axucty | Kpunrosoris kibepi3sMuHUX CUCTEM.
iHpopMmarii Ta TOTUYHUX
MDKIMCIHATITIHAPHUAX HaTpsMiB 3
BUKOPUCTAHHSIM CYYaCHHX IHCTPYMEHTIB
Ta JOTPUMAHHSAM HOPM HpodecidHol i
aKaJIeMIYHOT €THUKH.
Kputnuno  amamisyBatm  pe3yabraTd | MeTo0JI0Tis HAyKOBUX J0CTIKEHb
BJIACHUX JoCHiKeHb 1 pesyasratn | CywacHi iHdopmariifHi TexHOJOTIl Y
PH3 IHIIUX JOCTIAHUKIB Y KOHTEKCTl yChOTO | HAyKOBIM JISUIBHOCTI Ta  YHPABIIHHS
KOMIUIEKCY ~Cy4acHHX 3HaHb IIO/0 | NMPOEKTaMHu
JOCIIPKYBAaHOT MPOOIEMH.
I'miGoko po3yMmiTu 3araibHi TMPUHIUNKU | MeETOHOJIOoTisA HAyKOBUX J0CIIHKEHB
Ta MeToau KibepOesneku Ta 3axucTy | Ilemaroriuna MalcCTepHICTH Ta MPUKIIATHA
iHbopMarllii, a TakoXK METOJOJIOTII0 | TICHXOJOTIA
PH4 HAyKOBHX JIOCIIIKEHb, 3aCTOCOBYBAaTH iX
y BJAaCHMX JOCII[DKEHHAX Yy cdepi
iHbOpMaIIfHUX ~ TEXHOJIOTIH Ta Yy
BHKJIQIAIBKIN TTPAKTHUIIL.
dopMyioBaTH 1 TEPEeBIPATH TimoTe3W; | [HTeneKkTyalbHI cucTeMu B Kibepoesmerri
BUKODHUCTOBYBaTH st OOrpyHTyBaHHs | Meronn 1 3aco0um  3a0e3nedyeHHs
BHCHOBKIB HAJIKH1 JOKa3HW, 30Kpema, | KiOepCTIMKOCTi CHCTEM
PHS pe3yabTaTH  TEOPETHYHOTO  aHAII3Y,
EKCIIEPUMEHTAILHUX  JOCIHIDKCHB i
MaTeMaTHYHOTO Ta/ab0 KOMIT IOTEPHOTO
MOJICITIOBaHHS, HAsIBHI JIITEPATypHI JIaHi.
BinbHO mpe3enTyBaTH Ta oOroBoproBath | [HO3eMHa MoOBa JIs HayKd 1 OCBITH
3 (axiBusgMu 1 HedaxiBIsIMH pe3yiabratd | (aHDICchKa/HiMelbKa/ppaHIly3bpKa)
JIOCITDKeHb, HaykoBl Ta mnpukiandi | Ilemaroriuna MalcTepHICTh Ta MPUKIIAIHA
npobinemu  kibepOe3nmekn Ta 3axXUCTy | ICHUXOJIOTIS
PH6 iHpopMaIlii JepKaBHOK Ta I1HO3EMHOIO
MOBaM# YCHO Ta MUCHMOBO,
OTIPUITIOTHIOBATH pe3ynbTaTH
JOCIIPKEHb y HAyKOBHUX MYONIKaIisax y
MIPOBITHUX BITYM3HSHUX Ta
MDKHApOJAHUX HAYKOBUX BHUJIAHHSX.
3acTocoByBaTH 3arajibHi OpUHOMNM Ta | [HTenekTyanbHi cuctemMu B KibepOesmeri
METOAM MareMatuku, iHpopmatuku Ta | Kpumnrosoris kidbepdi3uuyHUX CUCTEM
IHIIKMX HAyK, a TAaKOXX Cy4acHI MeToau Ta | Mertoau 1 3aco0u 3a0€e3I1eYeHHS
PH7 iHCTp‘}IM'eHTI/I, udpoBi TEXHOJIOTIi Ta | KiOepCTIMKOCTI CUCTEM
crienianizoBaHe porpamHe
3a0e3MeUeHHs TUIS MPOBAKEHHS
HayKOBUX  JOCIULDKeHb y  coepi
Ki0epOe3nexku Ta 3aXucTy iHpopmallii.
Po3pobnsaru Ta JociaipKyBatu | [HTenekTyanbHi cucTeMu B KibepOesmerti
KOHIIETITYaJbHi, MaTeMaTu4Hi i | Meroou 1 3aco0um  3a0e3MevyeHHs
PHS KOMIT FOTE€PHI MOJIeJli MPOLIECIB 1 cUCTeM, | KiOepCTiMKOCTi cuctem
€(eKTUBHO BUKOPHCTOBYBaTH iX s
OTpUMaHHS  HOBUX  3HaHb  Ta/abo

CTBOPEHHSI IHHOBALIHHUX TNPOJYKTIB Y
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Hludp

Pe3y.]'II>TaTI/I HaBYaHHA

HajimeHyBaHH$1 OCBiTHiX KOMIIOHEHTIB

PH
kibepOe3neku Ta 3axucTy iHpopmarii Ta
JOTUYHHUX MDKIUCIUTUTIHAPHUX
HarmpsiMax.
3actocoByBatu cydacHi iHcTpymentu i1 | CywacHi iHdopmariifHi TexHOJOTIl Y
TEXHOJIOTil TMOIIyKy, OOpOOJeHHS Ta | HAayKOBid [iSUTBHOCTI Ta  YHpaBIiHHSA
aHaITI3Y iHpopMmarii, 30KpeMa, | IPOeKTaMu
PH9 CTaTUCTHYHI METOIW aHalily JdaHuX | [HTe’eKTyanbHi cUcTeMu B Kibepoesmerti
BEIIUKOTO  00cary Ta/abo  CKIaaHOI
CTPYKTYpH, CIIeliajgi3oBaHl 0a3u JaHHuX
Ta iHpOpMaIliiHI CUCTEMHU.
PHI10 OpranizoByBaTH 1 3/1iicHIoBaTH OCBITHIA | Ilemaroriuna maiicTepHICTh Ta pUKIIaJHA
mporec 'y cdepl kibepOe3nmeku Ta | TCUXOJIOTIS
3axucty 1Hopmarlii, #oro HaykoBe, | Bukiamanbka nmpakTuka
HABYAIBHO-METOJMYHE Ta HOPMATHUBHE
3a0e3MeueHHsI, PO3POONIATH 1 BHKJIAJAaTH
crieliainbHl HaBYaJIbHI JUCHMIUIIHA Yy
3aKJIaax BUIIOI OCBITH.
[InanyBarn Ta peanizoByBatu | IHTenekTyanbHI CUCTEMH B KibepOesmerri
KOMILJIEKCHY 1HHOBAIlIiiHO-TIoykoBY Ta | Kpuntonoris kibepdiznuyHUX cucTeM
HayKOBO-JOCIIIHY ISUTBHICTD 13 | Meromn 1 3acoOm 3a0€e3I1eYeHHS
PHI11 pO3poOKH Mojaened  Ta  3aco0iB | KiOEpCTIHKOCTI CUCTEM
KkpunrorpadigHoro Ta  TEXHIYHOTO

3aXUCTy B KiOep(piBUYHUX cHUcTeMax 13
ypaxyBaHHSIM BUMOT JI0 KiIOEPCTIHKOCTI.

2 BUBIPKOBA YACTUHA
Bu3HavaeTbcd 3aBAAKH BUOOPY aclipaHTAMM HABYAJbHHUX M CIUILIIH
i3 3aPONOHOBAHOIO MepesiKy
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5. PO3IIOALJT OBCATY ITPOI'PAMMU 3A OCBITHIMU KOMIIOHEHTAMUA

. g =
5 E n =
=9 = ) ==
oy . = < = B
= OcBiTHiil KOMIIOHEHT ) < e &
= 5 = 5 2
© 9 S =
o = A
=
1 2 3 4 6
1 OBOB’A3KOBA YACTUHA 40
1.1 ukJ 3arajbHOI MiATOTOBKH 10
31 |®inocodis Hayku Ta nmpodeciiiHa eTuka 4 3 3:4
32 [[mo3zemMHa MOBa ISl HAYKH 1 OCBITH .
. al YK 6 ic 1;2;3;4
(anmmiiicbka/HiMebKa/PppaHITy3bKa)
1.2 ukJa cneniajJbHOT MIATOTOBKH 30
bazoei oucyunninu
bl |Mertononoris HaAyKOBUX JI0CITIHKCHB 3 3 3
b2 [[lemaroriyHa MaiCTEPHICTh Ta MPHUKJIAHA TICHXOJIOTIS 3 3 4
b3  |CyuacHi iH(popMalliiiHi TEXHOJIOTIT Y HAyKOBIH IISTIBHOCTI Ta 3 5 19
YIIPABIIIHHS TIPOCKTaMU A '
1.2.2 Daxosi 0Cc8IMHI KOMNOHEHMU 3A CNEeYIaNbHICIIO
@1 |[HTenekTyalnbHI CHCTeMH B KibepOe3nerni 6 ic 1:2:3:4
®2 |Kpuntosorisa kibepHiBUIHUX CUCTEM 6 ic 5;6
®3 |Mertoau 1 3aco0u 3a6e3nedeHHs KIOEPCTIMKOCT1 CHCTEM 6 ic 5:6
Ilpakmuuna niocomoska 3a cneyiaibHicmio
I11 |Buknagampka mpakTuka 3 3 8
2 BUBIPKOBA YACTUHA
Busnavaerbcest 3aBAsiKM BUOOPY acnipaHTaMU HABYAJbHHUX 20
JMCUUILIIH i3 3alIPONIOHOBAHOIO MepesiKy
Pa3om 32 000B’A3K0B0I0 Ta BUOIPKOBOIO YaCTHHAMH 60
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6. CTPYKTYPHO-JIOI'TYHA CXEMA

[locninoBHICT HABYAJIBHOI JIAJIBHOCTI acmipaHTa 3a JAEHHOK (POPMOIO HABYAHHS
(000B’s13K0Ba YACTHHA) TIO/IAHA HIDKYE.

= KinbkicTh 0CBIiTHIX KOMIIOHEHT,
= 10 BUKJIAAKTHCSI POTATOM
2
G ; :
2 2| = . . 5] S
=~ S| @ Iudpu ocBiTHIX KOMIIOHEHTIB 5 >, 2
=z 5} & © - (=% e
o| T ° =~ 5 s
= o 3 =
= =) = =2
= C) 5] =
= © g
& A
[
=
1 12| 3 4 5 6 7 8
1 |32;B3;®1 3
1 3
2 |[32;b3;01 3
1 25 6
i 3 [31;32;b1;d1 4 c
4 |31;32;62;®1 4
5 |D2, D3 2
3 2
6 |D2, D3 2
2 7 1B 35 3
4 1
8 |[II1 1

[Tpumirka: Kinpkicte kpemutiB €KTC BkazaHo 3 ypaxyBaHHSIM BHUOIPKOBHX JHCIMILTIH.
dakTUyHA KUIBKICTh OCBITHIX KOMIIOHEHTIB Y UBEPTIX Ta CEMECTpax 3 ypaxXyBaHHSIM BHOIPKOBHX
HaBYANbHUX IUCIUIUTIH (B) BU3HauaeThcs micis OOpaHHS HABYAIBHHUX JUCLHUILIIH 37100yBayamMu
BHUIIIOI OCBITH.
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7. MATPHI BIZIITOBITHOCTI

Tabnuis 1. Matpuis BiANMOBIIHOCTI BU3HAYEHUX OCBITHBOIO MPOTrPaMOI0 KOMIIETEHTHOCTEN KOMIIOHEHTAaM OCBITHBOI IIPOrpamMu

KoMmoHeHTH OCBITHBOT IpOTrpaMu
31 32 Bl B2 B3 @1 @2 @3 11

3K1 * *

3K2 * * *
K 33 N N
0
M 3K4 * * * *
1T
e |CKI * * .
T ek N N
(]
H CK3 * *
T
H |CK4 * * *
(0]
. |CKS * * *
T lcke * * *
1

CK7 * *

CKS8 * * *
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TaOnuis 2. Matpuiis BIANOBIIHOCTI Pe3yAbTaTiB HABYaHHS KOMIIOHEHTAM OCBITHBO1 IPOrpaMu

KomrmoHeHTH 0CBITHBOT IporpaMu
31 32 b1 b2 B3 o1 o2 o3 IT1

PHI * * * *
P
e PH2 * * *
3
y PH3 * *
I
b PH4 * *
T
a PH5 * *
T
u PH6 * *
H PH7 * * *
a
B PHS8 * *
q
a PH9 * *
H
H | PHI10 * *
A

PHI11 * * *
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8. IPUKIHIEBI INIOJTOKEHHSA

[Iporpama po3poOiiecHa 3 ypaxyBaHHSAM HOPMAaTHBHUX Ta IHCTPYKTHBHUX
MaTepialiiB MbKHAPOIHOTO, TAJIy3€BOI0 Ta AEP>KaBHOTO PiBHIB:

1. 3axon Ykpainu «IlIpo Buiry ocBity» [EnexkTponnuii pecypc].- Pexum noctymy:
https://zakon.rada.gov.ua/laws/show/1556-18.

2. 3akoH Ykpainu «lIIpo ocBity» [Enextponnuit pecypc]. - Pexum nocrtyny:
https://zakon.rada.gov.ua/laws/show/2145-19.

3. HauionaneHa pamka kBamiikaniid (B pemaxuii moctraHoBH kabiHeTy MiHICTpiB
Vkpaiau Bin 25 uepas 2020p. Ne519). [EnexrponHuit pecypc]. - pexuMm JIOCTYIy:
https://zakon.rada.gov.ua/laws/show/519-2020-%D0%BF#Text.

4. MetoauyH1 pekoMeHaallil o0 po3pOOJICHHs CTaHIapTiB BUIIOi ocBiTH. Hakas
MOHY B8in 01.06.2016 Ne 600 (y penaxiii Hakasy MOHY Bix 30.04.2020 Ne 584).

5. [lonoxkeHHsT MpPO aKpeAMTAIlll0 OCBITHIX Mporpam, 3a SKUMHU 3IIACHIOETHCS
MiATOTOBKA 37100yBauiB BHUINOI OCBITH, 3aTBep/keHe Hakazom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 11 munus 2019 p. Ne 977. 3apeectpoBano B MiHICTEpPCTBI OCTHIIIT
Vkpaiau 08 cepmas 2019 p. 3a Ne 880/33851. [EnexkrponHmii pecypc].
https://zakon.rada.gov.ua/laws/show/z0880-19.

6. Kpurepii o1iHioBaHHS SIKOCT1 OCBITHBROI nporpamu. Jlogarok o IlonoxeHHs npo
aKpeIUTAIIII0 OCBITHIX MPOTpaM, 3a SKUMH 31HCHIOETHCS MMIATOTOBKA 3/100yBaviB BUIIO1
ocBith (mynkr 6 posminy I). [Emexrtponnuii pecypc]. https://naga.gov.ua/wp-
content/uploads/2019/09/Kputepii.pdf.

7. Ksit Cepriit. Jlopoxusa kapra peopMyBaHHS BUIIOI OCBITH YKpaiHu. OCBITHS
noiituka. [lopranm rpomancekux excrepriB. [Enexrponuuit pecype]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

8. I'mocapiii. HarionanpHe areHTCTBO 13 3a0e3NedyeHHs SKOCTI BHINOI OCBITH.
[Enexrponnmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%9
6%d0%Db9.pdf.

9. HoBigHuK KOpUCTYyBaya €KTC [EnexTpoHHUMI pecypc].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

10. Jluct MinicTepcTBa ocBiTH 1 Hayku Ykpainu Bim 28.04.2017 p. Nel/9-239
II0ZI0 BUKOPUCTAHHS y pOOOTI 3aKiajiB BUIIOI OCBITH MPUMIPHHUX 3pa3KiB OCBITHIX
mporpam.

11. [ToctanoBa KabGinery MinictpiB Ykpaiau Bim 30 rpymaas 2015 p. Ne 1187
«IIpo 3aTBepmKkeHHS JINEH3IHHUX YMOB MPOBAKEHHS OCBITHBOI MISUIBHOCTI» (B
penakiii moctanoBu KMV Bin 24 Gepesns 2021 p. Ne 365).

12. Jluct MinictepcTBa ocBiTH 1 Hayku Ykpainu Bim 05.06.2018 p. Nel/9-377
0710 HAJIaHHS PO3’SICHEHb CTOCOBHO OCBITHIX ITPOTPaM.

13. [TonockeHHs TIPO OpraHi3alild OCBITHROrO Tporecy HarionaasHOTO
TEXHIYHOTO YHIBEPCUTETY «/IninpoBchbKa MOJIITEXHIKA.
https://www.nmu.org.ua/ua/content/activity/us_documents/Pologenie_pro_organiz_osvit

process_2019.pdf
14. TlonoxeHHsa Npo cUcTeMy 3anmoOiraHHs Ta BHUsBIEHHs Iulariary HarioHaasHOTO
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https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://www.nmu.org.ua/ua/content/activity/us_documents/Pologenie_pro_organiz_osvit_process_2019.pdf
https://www.nmu.org.ua/ua/content/activity/us_documents/Pologenie_pro_organiz_osvit_process_2019.pdf

TEXHIYHOT'O YHIBEPCUTETY «/laimpoBchbKa HOJIITEXHIKa.
https://www.nmu.org.ua/ua/content/activity/us_documents.pdf

15. TlonoxxenHss 1npo (opMyBaHHS MEpeniky Ta oOpaHHS HAaBYAJIbHUX JUCLMILIIH
3n100yBayaMu BUIOI1 OCBITH HallloHanbHOrO TEXHIYHOTO YHIBEPCUTETY «J{HIMpOBCHKa
nomitexHikay. https://www.nmu.org.ua/ua/content/activity/us_documents_2021.pdf

16. [TonoxkeHHs: MpPO BHUKJIAAALBKY MPAKTUKY 3100yBadiB BHILOI OCBITH CTYIEHS
nokropa ¢uiocodii HamioHanbHOro TEXHIYHOTO yHIBEpCUTETY «JIHIIpOBCHhKa
MoJIITEXHIKa». 3arBepkeHo BueHow panoro yHiBepcuteTy Bia 27.04.2020, mpoTokoi
Ne 4. [Enexrponnumii pecypc]. https://cutt.ly/OZEfnCU.

17.1lonoxkeHHs MpO MIATOTOBKY 3700yBayiB BHILOI OCBITM CTYINEHS JAOKTOpa
¢dutocodii Ta fokTOpa Hayk y HalioHanbHOMY TEXHIYHOMY yHIBEpCHUTETI «JlHIMpOBChKa
MOJIITeXHIKay. 3aTBepakeHo BueHnorw panoro yHiBepcuteTy Bim 18.09.2018, mportokon
Ne 11. [Enexrponnuii pecypc]. https://cutt.ly/KZEfDUA.

18.Cranymapr BuUIIOi OCBITM MIATOTOBKM JIOKTOpa Quiocodii 31 croemiaabHOCTI
125 Kibepbesmneka ta 3axuct iHdopmarilii. CBO-2024. — K. : MOH Vkpainu, 2024. —
14 c. — 3arBepmxkeHo 1 BBeneHo B Jir0 HakazoM MOH Vkpainm Bim 29.10.2024 p.
Ne 1543.

OcBIiTHS TporpamMa ONPHIIOAHIOETHCS Ha CAMTI YHIBEPCUTETY JIO0 IOYATKy MPUHOMY
3100yBayviB HA HABYAHHS.

OcBiTHS TIporpama HOIIHUPIOETHCS Ha BCl KadeapHu YHIBEPCUTETY Ta BBOAUTHCS B IO 3
1-ro xoBTHS 2024 poKy.

OcBiTHS mporpamMa MiAArae MeperisiAy Ta JOOINpaIlOBaHHIO BIAMOBIIHO JO 3MiH
HOpMaTHUBHOI 6a3u Ykpainu B c(hepi BHINOI OCBITH.

BianoBiganpHICTh 3a BIPOBAKEHHS OCBITHBOI IMporpaMyd Ta 3a0e3MeUeHHs SKOCTI
BHUIIO1 OCBITH HECE rapaHT OCBITHBOI IPOTPAMH.
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HaBuannHe Buganas

Kopuenko Anna OnexcanipiBHa
IBanuenko Oner BacunpoBnuu
Koryx €Bren Bonogumuposuy
Jasunenko Kupuino OnekcanapoBud

OCBITHBO-HAYKOBA ITPOI'PAMA JJOKTOPA ®1JIOCO®II
«BE3IIEKA KIBEP®IZNYHUX CUCTEM»
3A CIIELIAJIBHICTIO F5 KIBEPBE3IIEKA TA 3AXUCT IHOOPMAIIT

EnexktponHuii pecypc

Bunano
y HamioHaibHOMY TeXHIYHOMY YHIBEPCHUTETI
«/IHIMpOBCHKA MOMITEXHIKAY.
CsigourBo npo BHeceHHs A0 [epxkaBHoro peectpy JK Ne .
49005, m. [uinpo, npocn. Jmutpa SBopHuiibkoro, 19.
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