
Io.rrosi paronoi cneqialironaHo'i n'reHol

paAu ga cneqianrnicrro 122 <KoIvru'rorepni

HayKrD n ra-nyei 3HaHb 12 <IHQopuaqifiui

TexHonorii> HaIIioH€rIIbHoro rexHiqnoro

yninepczrery <,{ninponcrrca nolirexuira>>,

vr. .{Hiupo, A.r.H., upoQecopy, npoQecopy

rcaQe4pn rpolpaMHoro sa6esneqeHHt

rcoMu' rotepHLIX cLIcreM

Eopncy MOPO3Y

oQiqifiHoro orroHeHTa, A.r.H., upoQecopa,

npoSecopa raQe4pu iHQopnraqifinoi ra

rci6epnerr,r.rHoi 6esneru irra. npo$ecopa

BonoAnraupa Eyprura,

Knilecrroro croJILIqHoro yninepcurery inaeui

Eopuca lpiHuenrca, rvr. Kuin

IeHHa,uiq IYJIAKA

BI,[IYK
o$iqifinoro onoHeHra A.r.H., upo$ecopa, npoQecopa ra$e4pu in$opMallifinoi ra

ri6epneruqnoi 6esreru irr,r. upo$ecopa BoloAuuupa Eypxura, KuiacbKoro

cToJrLIrIHoro yninepcl{TeTy irvreni Eopuca lpiuueHra, u. Kuin

IyJIAKA fenna.qis Mn rco"rra fi oB Hq a

Ha Alrcepraqifiny po6ory M€IIIKOBA Baanrvra InopoBl{qa

<IH$oprraaqifina rexHoJroria inrenerryuulb oro tuoniropuHry rpaQiry rouu'rorepnoi

rvrepexi AJrf, cr{creM Br,rrBJreHHr arap), rIoAaHy ua a4o6yrrr HayKoBoro cryrleH-f,

AoKropa silocosii ga cueqialrnicrro 122 <Korurn',rorepui HayKLI)

1. Arryanrnicrr reMLI Arrceprallifinoi po6otu

,{ucepraqifina po6ora Merurcosa BaApII\aa Iroponuqa npucBtqeHa posn' xsaunto

arfly€urbHoi naynoao-[puKnaAnoi saAa.{i uiAsraqenur eQerrprsHocri BI4sBleHHs arar i

poruieHanaHHf, ix runis y rcouu'rorepHllx Mepexax IIrJItxoI\,r pospo6nenH-a

inQoprraaqifinoi rexHoJrorii iHrener<ryaJlb oro ruroniropunry rpaQiry xorvru'rorepHoi

rraepexi AJIf, clrcreM BLIIBJIeHHI araK.

Arryanuricrr o6panoi reuu 3yMoBJreHa iureHcuBHLIM 3pocrarlHrrra rcilrrcocri,

crla,qHocri Ta pisnorvranirnocri rci6epsarpos, locrifinnu s6imlxeHH.f,IvI o6csris

MepexeBoro rpaQiKy, Ar{HaMi.rHicfio fioro xapaKrepucrllK, a raKox neo6xiAnicrro



cBoerracHoro Br4rBJreHHt €nTaKyBaJIbHOi aKTuBHOcTi B KoMII'IoTepHux MepeXaX.

cyqacHlrx yMoBax rpaAr4rlifini carnarypni ni4xo4tl Ao BrrtBrIeHHs BToprHeHb

3aB)KAr4 3a6e3[e.ryrorb HUrexHy eQeKrnBHicrb, oco6rliBo niA qac BI4tBJIeHHf, HoBI4x'

MoAr,rOiKoBaHr{x, r<ou6inonaHr{x a6o ualolouprpeHl{x araK. I{e o6ynroBnloe norpe6y

n pospo6uenni inreneKry€rrrbHlrx MeroAis i rexHonorifi ananisy Mepe)KeBoro rpaQircy,

3AarHLrx Br4flBraru rrprrxoBaHi saroHorr,ripnocri y BeJIr{KIlx o6cgrax AaHLrx ra

Sopvrynarn o6lpynronani pirueHHr IrIoAo HatBHocri araryaanrnoi arrrasHocri.

BaxrusuM HanprMou ni4arauleHHf, eQercrunHocri cucreM BUTIBJTOHH-I araK e

3acTocyBaHH.f, uero4in MaIIrrIHHoro HaBrIaHHf,, -nri AarcTb 3Mory BuKoHyBarI{

aBToMarr43oBaHy rnacnQircaqiro rvrepexeBoro rpa$iry, ni4orpervulroBarl4 HopMallbrry

arrusHicrr ni4 arar(yBaJrlnoi, a raKo)r( gAificnrosaru rloA€ulblxe po3rlisHasaHHs ruuis

Blr.sBJreHLrx araK. Oco6rzsoi aHa-ryuocri na6yBae noeAHaHHt rlpolleAyp nouepe4nroi

o6po6ru AaHux, Qoprvrynannx o3HaKOBof0 rrpocropy, 6anaHcynaHHs au6ipor,

HaBqaHHfl uoaeuefi MalxuHHofo HaBr{aHHt ra KoMrrJreKcHoro oqinroeann-a peeynsratin

y Melcax eAznoi inQoprvraqifinoi rexnonorii.

v
HE

3 oI'JnAy Ha II€, reMa Al{cepTallifinoi po6oru e cBoeqacHolo' HayKoBo

o6lpynroBaHolo ra rpaKTLrrrHo 3Haqyqorc AJrt ranyei rcoIun'torepHrrx HaYK i
rexnororii inrenerryallbHororci6ep6esneru. Pospo6nennx inQoprvraqifinoi

rvroniropunry rpaSiry roun'rorepnoi rvrepexi Ant cncreM BTIqBJTeHH-f, araK BlAnoBlAae

cyqacHprM norpedau ni4nzrqenm saxruleHocri in$opuaqifino-rorrynir<aqifiHux

cucreM, aBroMarprsarlii aHanisy Mepex(eBoro rpaQiry ra ui4rpur"mu npufimrrr

pirueHr y rpoqeci sutsneHnx ri6epiuqn4eHrin.

O6pana reMa Anceprarlifinoro AocniAxenn.fl e aKTy€uIbHoIo, Mae BaxJIlIBe

HayKoBe i npurna4He 3HarreHHfl., aii posn'xsaHrul crrpute po3BprrKy rvrero,qin, nnoAelefi

ra inQoprvraqifinxx rexHoJrorifi inreteKryaJlbHoro ana-niey MepexceBoro rpa0ircy n

CIICTEMAX BI4f,BJIEHHf, ATAK.

Ao nnaHy HayKoBo-AocniAnux po6ir raSe4pu 6egnerul inQoprvraqii ra

2. 3s'ssor Ar{ceprarlifinoi po6oru 3 HayKoBLIMT{ rlporpaMaMl4, tIJIaHaMI{ 1 TeMaMI{

.{zcepraqifina po6ora Meumoea Ba4ur"ra Iropoauua Br{KoHaHa B

<,{HiuponcbKa rroJlirexHira> niAnosiAHoHarlionanbHoMy rexHiqnorr,ry yHinepcureri

6esnocepeAHbo ni4lonr4ae

nos'qgaHa 3 po3po6renHsNa

reneKoMyninaqifi y Mexax HayKoBo-AocniAnoi po6orn <<Inrenercyalrui MeroAH

MoAenroBaHH-f, upoqe c in n iHsopuaqifi no -renerorvryniraqifi nnx c rlcreMax rpzrraunot

inQpacrpyrcypr) is AepxaBHuM o6nirosull HoMepoM 0225U00473I, repuin

BrlKoHaHH-f, 2024-2025 pP.

Teuarurca Arlcepralliftnoro AocniAxennq

3a3HaqeHoMy HayKoBoMy Harlpf,My, ocrilrrz
insopuaqifinoi rexHoJrorii inrenercryaJrb oro uoniropr,rnry rpaQiry rconan'rorepnoi



Mepe)I(l Ant clrcreM BLgBJreHrrf, araK, ni4roronrolo ra aHanigou AaHLIX MepexeBort)

HA IIUBI{IIIEHH'

noMn'totepHnx

3aoe3neqeHHf,

eQercrunuocri

Mepexax, qo
ri6ep6esnercu

wmopncraHni

MAIUPIHHOTO

nouepe4nroi

MeroAlB

HABIIAHIUI,

o6po6rz

rpaoiry, no6y4onoro MoAeJrefi uaruuuHofo HaBqaHHr, a raKox eKcrIeplIMeHTaJIbHLIM

oqiHronannru ix eQercrunuocri. V l,rex 3a3HaqeHoi nayrono-4ocd4noi po6oru

aBTopoM BlIKoHaHo ,4ocli,4xenH.r, cupruonaui

Br{f,BJIeHH.f, araK i poauisnaBaHHt ik runis y
y3roAXy€Tb0tr 3 aKTyaJIbHIltMlI 3aBAaHHsMu

inQ oprraaqifi so -renerouyuiraqifi nux cIIcreM Kprrl4rlHoi iHQp acrpyKrypn'

flucepraqifiHa po6ora Mae -{irrurft 3B'r3oK is uayronnMrr rlporpaMaMlr, rJraHaMI4

i'reuarvru HarrionanbHoro rexniqnoro ynieepclrrery <,{ninponcbKa noJlirexnira>, a

orpuuani pe3ynbrarpr eiAnosiAarorb :rraicry BnKoHyBaHoi nayroao-AocniAnoi po6oru

Ta cnpruonaHi Ha po3Br{roK rrrero4ia, r'ro4enefi i inQoprr'raqifiunx rexHolorifi

inrenercry€UlbHolp ananisy MepexeBoro rpaQircy B cucTeMax BI4f,BJIeHH-f, aTaK'

3. Cryninr o6lpynrosaHocri ra AoaroBipuocti HayKoBrrx roJIo)ICeHb' BrrcHoBKlB

i percouen.qalrifi

Hayroei noJIO)KeHH-f,, BIICHoBKLI Ta perorvreu,4aqii' c$oprurynrOsaHi B

Ar{ceprarlifinifi po6ori Meurrcoaa BaArarvra lroponuva, e AocrarHbo o5lpynroBaHHMl4

Ta 4ocronipHllMli. Boun 6asyrorrcr Ha KopeICTHoMy

cr4CTeMHorO ananiay, inrenercryallbHoro aHaJIl3y AaHux,

cTaTLTCTLITIHOTo onpaqloBaHHt pesylrraria, rraerOAie

Mepe)I(eBoro rpaSiry, oopruryBaHHf, o3HaKoBoIo npocTopy' 3HLIXeHH{ posrvripnocri

Agg1vrx, 6anaucyaaHHf, an6iporc Ta eKcnepuMeHT€LIIbHoro oqinxlaannr srocri

rcnacuQircaqii.

.{ocroaipHicrr orppIMaHLIX pe3ynbrarlB ra6esueuyerbof, JlorlqHolo

nocr1qoenicrro rpoBeAeHoro AocniAxen : siA aHarisy cyuacHLIX MeroAia i gaco6ia

rr,rouiropaHry MepexceBoro rpa0iry ra crlcreM BIdtBJIeHHt araK Ao po3po6nenns

MeroAy uiArorosru{ AaHvrx, no6y4oau insopnaaqifinoi rexHoJlorii, if nporpar'ffroi

peanisaqii ra erccnep MeHr€umnoi nepenipru eQercrunnocri. V po6ori uocli4onHlcrb

o6po6rcu rpa$iry pealisonano rK BroptrAKor;aHuir nporparvfirufi KoHBeep:

3aBaHTDKeHHt ra inrerpaqia AaHrIX, uepnunnzfi aHanis, [ouepeAHt o6po6ra,

QoprvryaanHf, o3HaKoBoro rpocropy, no6y4oea 6inapHoi a6o 6ararornacosoi nu6ipru,

6ananCyn anHs. A4nkTx, HaBqaHHt rvrOAenefi MaIIILIHHOro HaBqaHUr, OqinrOBaHHt Ta

niayaniraqir peaylrraris.

O6lpynrosaHicrr slrcHoaKis niArsepAxyerbcf, rLrM, IIIo eKarIepLIMeHr€LIIbHl

4ocni4xeHHtr rrpoBeAeHo AJrf, ABox B3aeMorlos'f,3aHux rlocraHoBoH sa,qa'ri: 6inapuoro

BmBJreHHr araKyBaJrbHoro rpaQiry ra 6araroKJracoBoro posuianaeaHHrl Tr{rIlB araK.

Ans 6iuapnoro pe)KLIMy

orropHLIX nerropin, a Ans.

BLTKOpT4CTaHO rvrOAeni loricruqnoi perpecii Ta MeroAy

6ararorclacoBofo pexuMy - uoAeni BrrfraAKoBoro nicy,



AepeBa pirueHr i vrero4y k-nafi6nm(qux cyci4in. Tarcufi ao6ip uoAelefi Ao3BonLIB

AocniAr4rrE pisni a-n purruriuni rpr,rHrlrru xnacr,rQircaqii MepexeBoro rpaQil(y ra

nopinnxru ix eQerunsHicrr 3a oAHaKoBIIX yMoB niArorosKll AaHIIX '

BaxlnnzM rrLrHHLrKoMAocrooipnocri pesynbrariB e 3acrocyBaHHtl KoMrIJIeKcHoi

cucreMl{ oqinrosaHH.f, qrcocri rvro4elefi. y 4racepraqii BLIKopHcraHo cyrynnictr

B3aeMoAorroBHK)B€urbHLrx rpurepiin: accuracy, pe3yJlbrarrl 5-fold cross-validation,

uarpuqi rroMr4JroK, ROC-r<puni, Precision-Recall-rcpnni, a raKo)K norcnaconi

rroKa3Hr{Kn precision, recall i Fl-score. flpoaegenu-a uopiaHtJlbHoro ananisy sa

.ALIHLIM ni,qroroueHrlM o3HaKoBrrM [pocropoM, nicr-f, oq[IIrIeHHt AaHr{x'

craHAaprug aqii Ta 3HrrxreHHs po3Mipno cri MeroAoM roJIoBHux KoMrIoHeHr, s a6esnevye

rcopexnicrr gicrasleHHs oTppIMaHlIX pe3yJlbTaris i Aae niAcraBv1 Anfl' o6lpyHroBaHux

srcHosriB rrloAo rrpaKTlrtrHoi npu4arnocri poapo6nenoi insoprvraqifiHoi rexnolorii.

Cni.q ai4suavnrtr, rqo cQopvrynrosaHi n po6ori BHSH9BKLI y3lop6ylorbcfl 3

pe3yJIbrzITaMLI eKcIIepI{MeHrzuIbHoIo AocniAxenHs Ta ni4o6paxzllorb Qarcruwry

eserrnnHicrs 3arrporroHonanoi iHsoprvraqifinoi rextrolorii. 3acrocynaHrnl

penpe3eHTarlrBHoro na6opy AaHI4x MepexeBoro rpa$i4y, eAranoi MeroALrKH

ni,4roronr[ nu6iporc, yniQirconaHlrx MerpLrK oqinronanHt ra nopinnxHn-f, ICinrICOx

uoAerefr MarrrLrHHoro HaBr{aHm ui4nraurye uaAifinicrb orpLIMaHI4x pesynHarin.

Hayroni rroJroxeHHf,, BrrcHoBKrr ra peKoMenAaqii Arlceprallifinoi po6oru e

H€urexHLrM rrlrHoM o6qpynroBaHrrMr(, MeroAurlHo nocniAoBHLIMLI Ta Aocroaipnuuut'

Orpurrlani pesynrraru ni.qrnepA)rcyrorb KopelcrHicrr 3arlponoHoBaHoro ni4xo4y,4o

no6y4onn insopruraqifinoi rexnororii inrenerry€urbHoro rvroniropnHry rpa0iry

KoM['Iorepnoi rraepexi AJrf, cLIcreM BLrtBJreHHt araK'

4. Hayrcoaa HoBLI3Ha orpLIMaHI{x pe3ynbrarlB

Hayrcona HoBtr3Ha Alrceprarliftnoi po6oru Meurnosa BaAlurna Iroponnva rloJlf,rae

B po3Br{rKy MeroAia, uo4enefi i saco6is iHrereKryallbHoro aHaJIl3y Mepex(eBoro

rpaQircy AJr.f, clrcreM BruBJreHH.s araK, a raKolc y no6y4osi qiricHoi in0oprr'raqifinoi

TexHoJrorii, u1o sa6esneyye aBToMarLBoBaHe Br{KoHaHHt noBHoro IIr4KJry o6po6rul

AaHI4x, HaBrraHHg uo,4enefi MarrII{HHoro HaBqaHHt ra oqiHronanng pe3ynbrarlB

rnacuQircaqii.

Ao nafi6ilgu cyrreBrrx ayKoBrrx pe3ynbrarin 4llcepraqifinoi po6oru cni4

ai4necru rarci.

Yueprue pospo6neHo inQoprraaqifiny rexnonoriro lHreneKryaJlbHoro

vroniropunry rpaQixy rorvrn'rorepnoi ruepexi Arts cl4creM BTIIBJIOHHI araK, f,Ka, Ha

ai4uiny siA HaflsHlrx HayKoro-rexniqnux piruenr, sa6e3rleqye B Mexax eAI'IHoro

rpolpaMHoro MoAyJu uosHufi rlrrKn ni.4roroaru AaHpIX MepelceBofo rpasiry,

Sopr"rynaHHf, o3naKoBoro [pocropy, [o6yAoBpI nu6iporc, 6anaHcyaaHHt' HaBrlaHrrt



Mo.rleJrefi MarrrtrHHoro HaBqaHH-f, Ta KoMrIJIeKcHoro oIIiHIoBaHHt pe3ynbrarin Ans ABox

B3aeMonoB'.s3aHnx rrocraHoBoK gaAa.Ii 6inapnoro BItf,BJIeHHt araK i
6ararorclacoBoro po nisnanaHH.f, ik ruuis. V po6ori ui4rcpecneHo, Iqo raKa rexnonoris

ui4rpurvrye ABa pexr{Mr{ QyHnqionyBaHHt ra Moxe 6yrn Bl4KopllcraHa.f,K ocHoBa Arf,

no6y4onu inrenercryatrbHrrx KoMrroHeHris IDS y rcouu'torepHnx MepelKax.

VAocrconaleno MeroA niAroroaru AaHux, rnacra$ircaqii Ta orliHrosaHHt

Mepe)KeBoro rpaQiry Arf, clrcreM BLTf,BJIeHHq araK. iloro ni4rrainnicrb roJlf,rae B

iurerponaHorvry noeAHaHHi upoqe4yp uonepegHnoi o6po6rcu AaHrx, or{I{IrIeHHfl,

yniQiraqii, craHAaprzsaqii, aHanisy o3HaK, 3HLDICeHH.a po:rr,ripHocri o3HaKoBoro

rrpocropy, Qopvrynanss. ir 6anancynaHHf, nn6ipor, HaBqaHH-fl uoAelefi MarrIlIHHoro

HaBqaHH.f, ra oqinroBaHrry ix srcocri. Tarnfi uilxi.q sa6esne'rye MeroArrrlHo y3roAxerry

ni4roronrcy AaHLrx i ni4nuurye ropenrnicrr poea'rsaHnx 3aAaq 6inapnoi Ta

6 ararornacosoi rnacu S ircaqii rvrepexeBoro rp aS ircy.

Ha6ynz floAaJrbrxoro po3BHTr(y MeroALIrIHi noloxeHH-f, KoMnJreKcHorn

oqinronaHnx eQercrunnocri uo4erefi MaIIrpIHHoro HaBrraHH.s B 3aAaqax

inrenercry€urbHoro rnroHiropuHry Mepe)KeBoro rpaQircy. ix oco6lusicrlo e yniQiroBaHe

BrrKopprcraHHf, rroKJracoBr4x Merpl{rc srocri rcnacu$ircaqii, ROC-AUC, Precision-

Recall-rcpvrBvrx) M€rrplrrlb rroMlrJroK i n'mzrcparnoi lepexpecnoi nepeaiprn, ulo Aae

3Mory o6lpynroBaHo Br43Harrarz eQercrnnni rconQirypallii tuoAelefr AJnf, rIepBLIHHoro

BLTflBJTeHH-f, araKyBarrbHoro rpa$ircy ra rIoAaIIbIIroro po3rIl3HaBaHHs rLIrIlB araK.

Cni4 3a3Har{r{Tr4, rrlo HayKoBa HoBrr3na po6ou4 Mae He AeKnapatunullfr, a

nprrKJraAHo ui4rnepAxenrafi xaparcep, ocrcinmn 3arlponoHosaHi IroJloxeHrrt

pealisoaaHo B Melcax rporpaMHoro MoAynt ra uepenipeno eKcrIepLrMeHT€LIIbHo Ha

na6opi AaHr{x CIC-IDS2 0I7 y ABox rrocraHoBKax 3aAaqi. Ilpone4eHe AocrliAxenns

AaJro 3Mory BcraHoBltrr4 eQercrunni rvrogeni Arts 6inapHoro BLt.f,BJIeHHt araK 1

6ararorclacoBoro posuisHanaHHf, ix ruuia, rqo uigraepAxye rpaKrllqHy rIpLIAarHicG

3arrporloHosaHoi inQoprr,raqifinoi rexnonorir.

OrpurvraHi n Ar.rceprarlifinifi po6ori pe3yJlbrinrl{ M€llorb nalexnufi plBeHb

nayrcoaoi HoBLr3HLr, siAnosiAarorr upe4uerHifi o6nacri cneqialrHocri 122

<<Koun'rorepni HayKLD> Ta craHoBJrf,Tb BHecoK y po3BuroK iHsoprvraqifirrux rexnonorifi

inrelerry€urbHoro rvr uiropuHry MepexeBoro rpaQixy AJrt c?IcreM BLrtBJIeHrrf, araK.

5. AHanis srvricry Allceprallifinoi po6orn

,{ncepraqifina po6ora Merurosa BaAurvra Iroponuqa Mae loriuny, uocni,qoany

ra 3aBepueuy crpyrcypy, .f,Ka siAnoaiAae nocrannenifi vreri, c$oprvrynboBaHllM

3aBAaHH.f,rvr i saranruifi noriqi nayrcoaoro AocJli4xennx. IIoeHufi odcsr 4ncepraqii

craHoBtrrs230 cropinorc,3 flKLrx 190 cropiHoK ocHoBHoro reKcry. Po6ora cKJlaAaerbcf,

ai acryuy, rrorr,rpbox pos4ida, sucHoarciB, crrlcKy BI{KopI{craHI{x 4xepel i: 150



HafiMeHyBaHb ra 5 AoAarHin; rr,ricrurr 47 pucyHrir, 13 ra6rnlllb' IrIo cniAvnrr upo

AOCrarnift pinenr ,qeranisarlii TeopeTlrrrHrrx, MeToAIlqHrrx' lpofpaMHrx ra

eKcnepr{MeHT€uIbHLIX pe3yJlbr arin Ao cli4xeun-r.
y ncryui aBropoM o6rpyuroBaHo arryalrnicu reMI'I Alrceprallifinoro

,qocni4xenna, cQop boBaHo Mery fi sanqanna po6oru, BI{3HarIeuo od'eKt, rlpeAMer

i ueroAn AocliAxennr, po3Kpktro HayKoBy HoBLI3rry ra rlpaKTlrrrHe 3HarIeHHt

oTpI4MaHHX pe:ynrraria. Mera po6orn cIIpf,MoBaHa Ha posa''nsauru HayKoBo-

rrplrKnaAHoi eaAa.{i niAnnrqenna eQercusHocri BLI-f,BJIeHHt araK i posnisnaaaHHs iX

rnuis y roun'rorepHrrx Mepe)Kax rrrJrrxoM pospo6nennx iHsoprvraqifiHoi rexHouorii

inrenerry€UrbHoro laoHiropuHry rpaSiry KoMn'IorepHoi uepexi Ans cLIcreM

BLrf,BJreHHf, araK, rqo 6asyerbc-f, Ha MeroAax MaIITI{HHoro HaBqaHHt ra QynrqioHye y

6 inapnonay i 6 ararorcnac oBoMy pexrrMax auzurisy'

y repuroMy pos4ili 4ucepraqii po3rJrf,Iryro teoperuvni ocHoBr'r

inrenerryaJlbHolo rvroHiropzHry Mepe)KeBoro rpaQi4y Ta BIIIBJIeHHI araK'

3,4O6ynaueM upoaHzurigosaHo cy.racni MeTOALI fi gaco6pr rvroniropuHry Mepe)I(eBoro

rpaQixy, HnacnQiraqiro c?rcreM IDS/IPS, oco6lunocri cumarypHl4x, anoualrHux i

ri6pu4nzx uiAxoAis Ao BLItBTIeHHf, 3arpo3. On per"ry yBary upn4ineno MeroAaM

inrelercry€UlbHol0 ananisy rpaoiry B cHcTeMaX BLISBIeHH' aTaK' TI'IIIoBLIM

ri6epsarpo3aM ta ix rpotBaM y Mepe)ICeBoMy rpaQiry. 3a pesynbraraMl'I aHanisy

aBropoM o6qpynroBaHo HassHicrr neAoniris y rpa4uqiftnux ui4xo4ax i

cQoprurynboBaHo rocraHoBrcy sa4aui AocniAxenHx. Pos4iu e eaxrrrBoK) TeoperlltlHoro

ocHoBolo po6oru, ocrinrnu AeMoHcTpye o6ignaHicrr e4o6yaa'Ia is cyqacHuM cTaHoM

rrpeAMerHoi o6nacri ra Aossorse nori.tro uepefiru Ao pospo6neHH{ BJIacHoro MeroAy.

V apyrorr,ry pos4iri aurna4eHo MeroA ni4roronnl{ AaHrIX, r<nacuQircaqii ra

oqinrosaHHs MepexeBoro rpaQiry Ars clacreM BusBleHHf, araK. Y qrorray pos4ili

csoprraylboBaHo rrocraHoBr(y gaAa.{i inrenerry€rllbHoro BI4tBJIeHHfl araK y

MepexeBoMy rpasircy B Me)Kax ABOX B3aeMoUos'sgauux nocTaHOBOK: 6inapnol

rnacu$inaqii, cupruonanoi Ha ni4oxpervuleHHt HopMaJIbHoro rpaQircy sil
araKyB€urbHoro, ra 6ararornacosoi rnacnQiraqii, opienroeaHoi na posni3HaBaHH'f,

KoHKperHux runig araK. Anropornr oxapaKrepu3oBaHo na6ip AaHI{x CIC-IDS2017'

o6qpynroBaHo fioro BlrKoplrcraHH-f, rK eKclrepuMeHriulrnoi ocnonn AocniA)ICeHHt, a

raKo)rc po3rJrf,rryro rrpoqeAypr{ oqnqeHHx, yHi$iraqii, craHAaprll3allii, aHanisy o3HaK'

3HlrxteHH.f, posrraipnocri, SoprrayBaHH.f, ra 6alancyBaHHs uE6ipor' Bax;1uso, 11Io MeroA

rroAaHo He f,K na6ip oKpeMLrx [porleAyp ) a flK uocniAosl{y rexHonorivny cxeMy

uiArorosKr AaHux i no6ylonu HnacuQircaqifinux MoAeJIefi.

y rperrorury pos4ini pospo6neno inQopvraqifiny rexnoJloriro rn'reneKryaJlbHoro

uoniropuHry rpaoiry rolr,tn'totepHoi epexi AII' cncTeM BI{SBJIeHH' aTaK i

rrpeAcraBJreHo 11 OrpaMrry pealisaqiro. Anropolt BII3HarIeHo apxlreKTypy

inQoprnraqifinoi rexnonorii, orprcaHo KoHBeep o6po6rra MepexeBoro rpaQixy ra



o6lpynroBaHo ABoeraIIHy cxeMy rcnacuQiraqii, flKa nepe46a'rae nocli4onHe

po3B'f,3aHHf, 3aAarr 6inapHoro Br4.f,BJreHHf, araK i 6ararornacoBoro po:nisuananns ix

rnuin. y po6oli po3rrrflrryro nu6ip saco6is nporpavrHoi peanisaqii, crpyKrypy

rrpgrpaMHoro MoAyJIf,, nopf,AoK 3aBaHraXeHIIf iHrerpaqii ra uepwlHHorp aH€LIIl3y

AaHnx, peani:aqiro rpolleAyp nonepe4nroi o6po6rn, Qopnryeanur o3HaKoBoro

npocropy, nody4orn ru6ipor, HaBqaHHs MoAeJIeft MarIrlIHHoro HaBTIaHHTI' oIIlHIoBaHHt

ra nisyanieaqii peeynrrarin. Tarrafi sNdicr pos4irry ca|4'rnrr rpo AoBeAeHH[

3anponoHoBaHn X MSTSAI.FIHIIX IIoJIoXeHb Ao pinn r 11p orp aMHoi pe alis aUii'

y qerBeproMy pos4ili HaBeAeHo pe3yJlbrarH eKcrlepHMeHTtrllbHoro

AocniAxenna e$errqsHocri po3po6JreHoi inQoprvraqifrnoi rexHoJlorii. ErccnepHMeHrH

BLrKoHaHo Ha ourosi na6opy AaHLIX CIC-IDS2017 Antr ABox pexurvrie

QynrcqiorryBaHHr: 6inapnoro BLrf,BJreHH.f, araK i 6araroruacoBoro posuisnananHs iX

rnuis. ,,{nq oqiHroBaHHr srocri uoAenefi BuKoprrcrano QircosaHlrfi nogin au6iporc ua

HaBq€urbHy ra recroBy rracrvrHvr, u'murparrry [epexpeaHy nepenipry, accuraay'

precision, recall, F 1-score, ROC-AUC, Precision-Recall-rpuni ra Marprrqi nouunorc.

y po6ori BcraHoBJreHo, rqo B 6inapnifi uocraHoaqi HafieQercrnnHiruoro e

rconsirypaqir rvrero4y orropHr,rx nercropin, a s 6araroHlaconifi [ocraHoBqi nafinuury

ro-{Hicrr [poAeMoHcrpyBaJra MoAenb k-nafi6nnKqux cyci4in, ro4i tK MoAenb

BlrrlaAKoBoro n i cy noK€ts aJra Kp alqy y3araJlbHloB€ulbrry gAarnicrr'

3aralou guicr Auceprarlifinoi po6orn nosHicuo ni4uoni4ae 11 rerrai ra

rrocraBJrenifi rraeri. PogAinu po6orz nori-tro [oB't3aHi uix co6oro: ai4 ananisy

cyqacHoro craHy cprcreM BLuBJTeHHT araK i rvreroAis intenerry€LllbHoro ananisy

Mepe)r(eBofo rpaQiry Ao pospo6rennx MeroAy, no6yAoBH in0oprvraqifinoi

rexHoJrorii,'ii rpolpaMHoi peanisaqii ra eKcrleprlMeHraJlbHoi nepenipr<u. BnnnaA

rvrarepia-ny e nocni,qoBHr{M, HayKoBo apryr\deHToBaHI,IM i Aocrarnbo AeralligosaHzNd.

Ocnoani noJroxreHH.f,, BrrcHoBKpr ra peKoMeHAaqii ruacepraqii BI'IrIJIIdBarorr gi srvricry

rrpoBeAeHrrx AocniAxenr i ni4reepAxyrorbcf, pe3ynbraraMrl eKcrlepuMenranrnoi

nepeaiprcn.

,{ucepraqifina po6ora Merurcoaa Ba4urvra Iroponurla 3a suicrou, crpyKTyporo

Ta noriroro BrrKJraAeHH.f, e 3aBeprueHklM HayKoBlIM AocnlAlceHu-sM'

nocli,4onHo poea'r3aHo nocraBJleni sasAaHH.f, Ta orpl{MaHo pe3yJlbraru'

HayKoBe i uparcruune 3HaqeHHs AJII po3BLIrI(y in$opnaaqifinlrx

y f,KoMy

rrlo MaroTb

rexHonorifi

inrenelcryaJrbHoro rra niropuHry MepexeBoro rpaQircy B cllcreMax BrrflBJreHHf, araK.

6. llparcrrErrHe 3HaqeHH.f, oAepxtaHLIX pesynrrarin

llparcruune 3 arreHHf, Ar{ceprarlifinoi po6oru rroJrf,rae B po:po6nenni

rporpaMHo pea.nisosaHoi inQoprraaqifinoi rexHoJlorii iurenerryallbHoro rraoniropnury



rpaQircy rcoul'rorepHoi uepexi, rKa Moxre 6yrH BuKopr{craHa {K ocHoBa 4m no6y4onu

inrenerryallbHllx KoMIroHeHrin cyuacHux crIcTeM Buf,BJIeHHt aTaK'

3 anp ononoBaHa rexHoJroris sa6egneqye arroMarrl3oBaHy o6po6ry MepexeBoro

rpaQircy, Qopuynanm o3HaKoBoIo rpocropy, HaBqaHHf, uo4enefi MaIIII4HHoro

HaBqaHHs, Br4rrBJreHHr araKyBarnnoi aKTprBHoeri ra noA€ulbrrre posnianaBaHHf, runis

araK. ii oco6rusicrrc € ni4rpnrv6a ABox pexnruin SyHrqionyBaHHf,: 6inapuoro

Br4f,BJIeHHt arar i 6araroHlaconoi rcnacuQinaqii ix runis.

Orpur"rani p$yJrbrarr,r ni4rnep4xyrorb npla4arHicrr pospo6neHoi

insopuaqifinoi rexHoJrorii anq BrrKoplrcraHHq B cncreMax ri6ep6esneKLI' 3oKpeMa Anf,

ni4rprarrarn npnfinrrrr pirueHr ni4 uac aHani:y MepelKeBlrx 3arpo3. Pesynrrarn

po6orn BnpoBaA)ICeHo B 4irnrnicrr TOB <I{euryrra-,{> ra B oceirHifi rpoqea

HaqionanbHorp rexniqHoro yninep cLITery <.{niuponcuca uonirexHlKa)'

7. llosnora BrrKJraAeHHr esynrrariB y HayKonux uy6niraqisx ra anpo6aqir

OcnosHi nayroni IIOJIOIKeHHTI' pe3yJIbTaTI'I AOcniAxenr i nparrn'rHi

HalpaqrcBaHH.f, AlIcepTallifinoi po6oru Meumoea BaANrvra Iroponnua AocraTHbo

noBHo ni4o6paxeni e ony6niroBaHrrx HayKoBI{X rrpaqtx.

3a renoro Aprceprarlii ouy6niroe o nayroni npaqi y Qaxoazx Br{AaHHf,x

vrpainu, 3oKpeMa 3 rrr4TaHb Marrrr4HHofo HaBrIaHHfl AJIf, 6iUapnoi ra 6ararorcracoeoi

rnacuQiraqii MepexeBoro rPaQirY, uonepe4nroi o6Po6ru AaHux Anf,

iurelercry€UlbHllx CLICTSM BI,I.f,BJIeHHt aTaK, uiAellqeHnx ri6ep6e3IIeKII eneICpOHHLIX

KoMyHiKarlifimnx cucreM ra aHaJri3y clrcre inrenerryaJlbHoro MoHiropnnry rpaQiry'

pesynrrarrr Ar{cepraqifinoro AocriAxennq alpo6oaaHo Ha MlxtHapoAHlrx 1

nceyrpaiHcbKrrx HayKoBo-[paKrrrr{H}1x ronQepenqiax, Ae IIpeAcTaBJleHo MaTeplaIII{

rrloAo apxirerrypu inQoprraaqifiHoi rexHoJlolii, ananiry na6opin AaHLIX MepexeBolc)

rpa6ircy, ropenrqifin ro ananisy o3HaK ra pospo6JleHHl rexHoJrorii inrcnerry€LllbHoro

ruroniropuHry rpaQircy 4rtr cr4cTeM Blrf,BJreHH.[ araK.

Ouy6nir<oeani npaqi ga reuaurKoro, sN,IicroN,I i cnpxrraosaHicrl{) siAuosiAarorr

ocHoBHLrM rroJrox(eHHrrM Alrcepraqii Ta AocrarHboro rvriporo sncsitnrcIorb orpliltrani

nayroni pe3ynbraru.

8. BiluoaiAHicru Allcepralliinoi po6oru cneqialrnocri 122 <Koun'rorepni

HAVK}D)

,{ncepraqifiHa po6ora Merurosa Ba4zrvra Iropoanua 34 glrtictou' MeTOIO,

3aBAaHHtMn Ta oTpuMaHLIMI4 p$ynbTaTaMLI siAnoeiAae cuertialurocri I22

<<Kouu' rorepni HaYKrD.



y po6ori po:po6leno iHQopuaqifiny rexnonoriro inrelerryallbHoro

rvroniropunry rpaQircy rovrn'rorepnoi rrlepexi Ans cncreM BLltBJIer{ruI araK, IrIo

nepe46avae 3acrocyBaHHr uero4in MaIuLIHHoro HaBqaHIrt, €LllropnrIvrin uonepe4Hroi

o6po6Hr4 AaHux, QoprtrynaHH.f, o3HaKoBoro rpocropy, HnacnQiHarlii ra oqiruoaauna

srocri rrao.uenefi.

Orpnrraani pesynrraru H exrarb Ao ralry3i rcouu'rorepHllx HayK, ocnilrrcra

cnpf,MoBaHi sa poepo6neunr rvreroAis alropurvtin, rporpaMHLrx saco6is ra

inQoprvraqifinoi rexHorrorii inrenerryilIbH ro analisy AaHux MepexeBoro rpaSircy. I{e

ui4rnepAxye oi4no iAnicru Alrceprarlii cneqianrnocri 122 <Korrnn'rorepni HayKLD.

9.,{orpnMaHHt rlptrHllunis arcaAeNdiqnoi 4o6poueurocri

3a pe:ynrraraMr,r osHafio JreHH.f, 3 Alroeprallifinoro po6ororo o3HaK nopylueHHrl

araAerraiqnoi 4o6poqecHocri ne susaJleHo. Bnrcopzcraui e po6ori rloJroxeHna, i4ei,

pe3yJrbrarrr ra rvrarepiann inurux anropin cynpoBoA)Kyrcrbct siAuosiAHLINaIa

rro cprJraHH.f, MI,t Ha AX{epeJIa.

OcHonHi nayroni pe3ynbraru Alrcepraqii e pe3yrlbraroM caMocrifinoi po6orn

s4o6ynaua. Y ny6niraqilx, aurcoHaHHX y cuinanropcrni, ei4o6paxeno oco6ucrufi'

BHecoK Megrcosa Ba4urraa Iropoenua y posa'xsaHHx nocrasreHoi HayKoBo-

npuKnaAHoi :a4aui.

Tarnru qLrHoM, 4ncepraqifina po6ora giAuoeiAae BprMoFaM araAeNai'{Hoi

4o6pouecnocri.

10. ,,{racrcycifiHi rIoJIo}I(eHHt ra 3ayBaxeHHf, Ao Al4cepraqifinoi po6oru

llognrr,rsHo oqinrorc.rr{ Ancepraqifiny po6ory Meumoea BaAunvra Iroponu'ra,

cniA gasHaqvrru orcperrai 3ayBax(eHu, xrci Malorb 4ncrcycifinufi i peKoMeHAaurfirtufi'

xapaKTep ra He 3Hlrxryrorb 3araJrbHoi Hayroaoi fi uparruqnoi qinHocri orpllMaHlrx

pesynmarin.

1. V 4ucepraqifiHifi po6ori ocHoBHy yBary npn,4ineno MoAeJUIM MaIrIlrHHoro

HaBr{aHHr, 3oKpeMa noricruqHifi perpecii, uero4y onopHLIX nerropia, AepeBy piruenr,

BprrraAKoBouy nicy ra MeroAy k-nafi6nnrtclux cyci4in. Pagol,r ig rLrN{ AoIlinrno 6yno 6

111up111e po:rrJrrHyrLt Naoxnzsicm nopinnxHnr 3arlporloHoBaHoro ui4xo.4y is

cyqacHlrMpr MeroAaMLr uu6orcoro HaBrIaHHl, 3oKpeMa nefrponHuuu MepexaMLI,

aBToeHKoAepaMLr a6o perypeHTHlrMrr MoAeJIf,Mra, xri TaKox 3acrocoBylorbcs Art
ananiey MepexeBoro rpaQircy ra BLIIBJIeHHTI aHoMalifr.

2. y po6ori 3anponoHoBaHo apxirercrypy inQopuaqifinoi rexnolorii ra
orrrcaHo ii nporpaMrry peanigaqiro, oAHaK ITLITaHH{ inrerpaqii poapo6.rreHoro piruennr

B peaJrbHi IDS/IPS-cLrcreMr po3Kplrro HeAocrarHbo Aer€LIIrno. Eyno 6 AoqiJIbHo



KoHKperu3yBanu Mo)rur4Bi crreHapii [paKT[uHoro BnpoBaA)KeHHt rexHoJlorii, :orpeua

ili ssaervro4iro a icHyrovurrau gaco6aNan uouiroprHry Ax(epenaMu MepelKenoro rpaQirqy'

xcypHaJraMv uo4ifi, SIEM- rrcreMaMrr ra inrumvru KoMrIoHeHraMLr inQpacrpyKryprl

ni6ep6esnerot.

3. Ercnepr4MeHr€urbne AocniA)r(eHHs BrKoHaHo Ha ocHoBi na6opy AaHLIX CIC-

IDS2017, rrcufi. e nouupenurvr i pelpe3eHraTuBHl4M AJI' 3aAaq 4ocni4xeHHs cl4creM

BHSBJTSHHT araK. BoAHo.rac AoAarKoBa neperipKa 3arlporloHoBaHoi inQopuaqifinoi

TexHoJrorii na inurux na6opax AaHr,rx a6o na QpanvreHrax peaJlbHon Mepe)KeBoro

rpa6iry Aana 6 suory ruuprxe oqiHnrn ii y:aranrHroB€ulbrry a,qaruicrn, ctifiricrr 4o

guinu cTpyl(.Iypu rpa$ircy Ta npllAarnicrr Ao BIIKopucTaHH-f, B pl3HLIX Mepe)KeBuX

cepeAoBlrlqax.

4. V 4ucepraqii HaBeAeHo pe3ynbrarl4

MarrrlrHHoro r{aBrraHHr, oAHaK rlpolleAypy nn6opy ft nalaurryBaHHt rlrleplapaMerplB

oKpeM[x rrroAenefi MO]KHa 6yno 6 no4aru 6inHu AOKJIaAHO. 3Orcperura' Aorlilblro 6yno

6 uorcagarr{, f,KLrM qLTHOM gUiga KJITOiTOB}rX napaMerpin uo,qe;1efi suruBa€ Ha rounicrr'

rroBHoTy, F1-score, rcinucicrr IIoMprJIKoBprX cupaqloBaHb i nporryrUeHux aTaK, ocrcinKn

rle Mae BaxJILIBe 3HaqeHHrI Ant IlpaKtul{Horo 3acTocyBaHIUI CLICTeM BI4tBJIeHHf, aTaK'

5 . .{ucrycifiHnrra 3aJr}rura€rbctr rrLrraHns crifi lcocri porpo6nenoi inQopnaaqifi noT

rexHoJrolii Ao sIvIiHLI xapaKrepllcrplK MepexeBo1g rpaQirqy a -raci' V pealqrux

rcotvrn,rorepHlrx Mepexax crpyrcrypa rpasiry, uoseAiHra Kopl,ICrysa'rie i xaparrep araK

Moxcyrb icrorno grrainroearuca. Torvry B rIoAaJIbIIrLrx Aocni,qxennrx Aorlinrno 6yno 6

po3DrsHyru MexaHisura uepioA[rrHofo [epeHaBiIaHHt uo4enefi, aAan'raqii Ao HOBprx

ruuis arar i BLrf,BJreHHf, AefpaAaqii xrcocri rnacuQiraqii a npoqeci ercunyaraqii.

6. y po6ori BI4KoplIcTaHo KoMIIneKcHy cI{cTeMy MeTpI4K oIIlHIoBaHHs f,KocTl

r'ro,4enefi, IIIo € rro3r4TlrBHoro cropoHolo Aocni4xennr. PasoNa is rIaIvI Bapro 6yno 6

111up111e upoanzuri3yBarlr upaKTlrrrHi Hacni4rrl IToMLTJIKoBLIX cnpallroBaHb i nporrycrcin

araK Anf, peaJlbHnx aLIcreM ri6ep6eaueru. Hanpurla4, y npoMLIcJIoBlIX a6o

KoploparlrBHprx Mepe)Kax rul6nouognrneHi clpallrcBaHHt Moxcyrb [epeBaHTaxyBarl'I

aHaliruris 6esnerz, ro,4i sr x[6HoHerarrlBHi pesynrrarll Moxtyrb rIpI{3BoALITlr Ao

rporrycKy Kpr{rrluHlrx inrluAenria.

7. Aoqinblro 6yno 6 Aera-nrniure sucsirrlarn IILITaHH-fl o6.{zcnlonalrrroi
rexnonorii. [nt

4ucrycifinufi i PeKoMeHAa\tituui
HavKoBLlX TIOJIOXeHT, aucnonrin i

HaBrIaHHt ra oqinroBaHHs rvroAelei

clua.Unocri ra rua AroAii 3allponoHosaHoi iH$opnaaqifinoi

lpaKTI4r{HOIg BLIKqpI{CTaHHq B CIIcTe aX ruroniropunry Mepex{eBoro rpaQiry

BaxrJrrrBlrMu e He Jr[rue rroKa3Hr{Ku ror{Hocri rnacnQiraqii, a fi'{ac o6po6rz AaIJux,

Br4Morrr Ao o[eparr,rBHoi tau'lri, rrlacurra6osaHicrr pirueHnx ra MoxJII'Isicrr po6oru

3 BSJrr{KIIMII IIoToKaMu rpaQiry B yMoBaX, na6luxeHl4x Ao pe€LIIbHoIg qacy'

3agnaqeHi sayaaxeHHs Marorb nepeBalKHo

xapaKTep, He 3HLI)ICyrorb Aocronipnocri ocnoaHnx

rpaIilnqHLIX pe3yJl arie AllcepraqifiHoi po6oru' a raKox{ Mo}cyrb 6yrn apaxonani



aBTopoM y noAaJrbrrrr{x Aocni4xenHrx, crptMoBaHl{x Ha po3Br{ror inQopuaqifinoT

rexnororii inrene aJrbHoro rvrouiropunry rpa0iry tcortu'rotepnoi rvrepexi AIrs,

CIICTEM B}If,BJIEHHf, ATAK.

1 1. 3aranlnufi BrIcHoBoK

[ucepraqiftna po6ora Merulcosa Ba4nrvra Iropoouva <InQopr'raqifiua

TexHoJrorif, iurererry€urbHoro rvroniropunry rpaQircy Kotvtr'totepnoi rvrepeNi AJUI

clrcreM BlrrBJreHHf, arap) e 3aBeprueHoro rnaliQiraqifinoro HayKoBoro rpallerc, y ffifi
poso'rsauo aKTy€lJrbHy HayKoBo-uprrKJraArry 3aAarry uiAsuqeHut eQerrrlnnocri

BrrflBJreHH.f, araK i posuisnaBaHrrf, ik ruuin y rcolvtu'totepHrrx Mepelcax Iufl-f,xoM

pospo6neHn-r insoprvraqifinoi rexnolorii inrenelcryaJlbHoro rvroHiropnnry

MepexeBoro tpaQiry.
Orpurvrani a ,qucepraqii pesynbrarn Marorb HayKoBy HoBLI3Hy, HaJre)KHrIfi piaenr

o6qpynrosaHocri Ta Aocronipnocri, a raKo)K [paKTI/trIHe 3HaqeHH-f, Arf, po3BrITKy

inrenerryaJrbHrrx KoMrroHeHris cracreM Br4f,BJreHH-f, araK. OcnosHi rIoJIo)I(eHnr po6orz

rocrarHbo uoBHo azceirneni n nayrconzx ny6nircaqixx s4o6ynaua ra alpo6oeaHi Ha

HayKoBo-npaKruqHux ronQepenqixx.

3a grr,ricroM, crpyrcrypoo, HayKoBlrM pinnervr i nparru-rHolo crrp.f,N{osaHicrlo

Aprceprarlifina po6o a ni4nosiAae cueqianrnocri I22 <<Koun'torepni HayKD) ra

rrrrHHoMy llopr4ry rpucyAxeHHr cryrreHf, AoKropa QilocoQii ra cracyBaHHf, piureunr

pasonoi cueqia-nisoaanoi aqenoi pa1u 3aKnaAy suqoi ocniru, HayKoBoi ycraHoBLI r1po

rplrcypKeHH-f, cryrreHf, AoKropa QirocoQii, sarnepAxeHoMy rlocraHoBoro Ka6inery

Minicrpin Yrcpainu aia 12.01 .2022 J\b 44.

3 orna.Uy Ha BIftKJraAeHe, Alrceprallifina po6ora Meumosa BaAulura Iroponuua

3acJryrgBye Ha IIo3IITLIBIIy oqinrcy, a ii anrop - Ha npucyAxteHHs HayKoBorO cTyIIeH'I

Aoroopa QilocoQii ga cneqialrnicrro 122 <Kovru'rorepni HayKlI).
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